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SEC Releases New Proposal for Public 
Company Disclosures of Cybersecurity 
Incidents, Risk Management, and Governance 
Policies and Procedures 

In a proposal issued last week, the Securities and Exchange Commission (“SEC” or “Commission”) 

delivered on Chair Gary Gensler’s January 2022 comments that the Commission intended to update 

existing cybersecurity disclosure and reporting obligations for public companies.  The proposal, titled 

“Cybersecurity Risk Management, Strategy, Governance, and Incident Disclosure” (the “Proposal”), is the 

second cybersecurity disclosure and reporting rule teed up by the Commission recently, following 

February’s proposal for SEC-registered funds and investment companies (the “Advisers and Funds 

Proposal”) to manage and disclose cybersecurity risks and report incidents. 

If approved, the Proposal would require (i) current reporting on Form 8-K of cybersecurity incidents within 

four business days after a company has determined that the incident is material, with periodic updates 

about such previously reported incidents (with no delayed disclosure exceptions based on ongoing law 

enforcement investigations); and (ii) periodic disclosures regarding cybersecurity risk management, board 

and management oversight, and director cybersecurity expertise.1  Below we summarize the Proposal 

and set forth some recommendations for registrants to consider. 

Background 

Building on interpretive guidance issued by the SEC’s Division of Corporation Finance in 2011 and the 

Commission in 2018 — which would remain in place if the Proposal is adopted — the SEC aims to 

standardize “[c]onsistent, comparable, and decision-useful” cybersecurity disclosures in public filings to 

aid investors.  Although these disclosures may be useful to investors, threat actors will also have access 

to these very same decision-useful public disclosures to hunt their next targets.  If the Proposal is 

adopted in its current form, registrants should, among other things, take care to balance the specificity of 

their disclosures against such risk. 

                                                      

1  Comments on the Proposal may be submitted until the later of 60 days following the issuance of the Proposal or 

30 days following publication in the Federal Register. 

https://www.sec.gov/rules/proposed/2022/33-11038.pdf
https://www.friedfrank.com/siteFiles/Publications/FFTOCSECProposesNewCybersecurityRules02162022.pdf
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Reporting Material Cybersecurity Incidents 

Following last summer’s widely reported SEC probe into the impact of SolarWinds and other data 

breaches and ransomware attacks on the American business community, there has been keen interest in 

what the SEC planned to do with all of the cyber-related intelligence it presumably had gathered.  We 

now have (at least part of) the answer.  The proposing release accompanying the Proposal (“proposing 

release”) notes that companies have improved their cybersecurity disclosures in the years following the 

release of the aforementioned guidance, but emphasizes SEC staff observations that cyber incidents 

reported by the media have not been disclosed consistently across registrant filings.  This rule, if adopted, 

attempts to solve for that purported asymmetric disclosure. 

The Proposal would require public reporting of certain cybersecurity incidents by: 

 Adding new Item 1.05 to Form 8-K to require disclosure of material cybersecurity incidents2 within 

four business days after determining that the incident is material.  According to the release, 

“materiality” is to be assessed under the long-established test set forth in TSC Industries v. 

Northway and its progeny.3  Notably, the trigger for the four business day period is the date the 

incident was deemed to be material, and not the date the incident occurred or was discovered.  

However, in an effort to assuage any concerns about registrant delay, Instruction 1 to new Item 

1.05 would state that the materiality determination must be made as soon as reasonably 

practicable after discovery of the incident.  The Proposal, however, would amend General 

Instruction I.A.3.(b) of Form S-3 and General Instruction I.A.2 of Form SF-3 to provide that an 

untimely filing of a cybersecurity incident on Form 8-K would not result in the loss of Form S-3 or 

Form SF-3 securities registration eligibility under the Securities Act of 1933 (so long as Form 8-K 

reporting is current at the time of a Form S-3 or SF-3 filing). 

The proposing release notes that the content and level of detail in public disclosure of 

cybersecurity incidents has varied widely.  New Item 1.05 would require registrants to disclose 

the following standardized details, to the extent known at the time of the filing: (i) when the 

incident was discovered and whether it is ongoing; (ii) a brief description of the nature and scope 

of the incident; (iii) whether any data was stolen, altered, accessed, or used for any other 

unauthorized purpose; (iv) the effect of the incident on the registrant’s operations; and (v) whether 

the registrant has remediated or is currently remediating the incident.  The proposing release 

notes that the SEC would not expect disclosure of specific technical information or a registrant’s 

planned response to the incident due to the possibility that such disclosure might impede the 

response to and remediation of the incident.  Notably, unlike many state data breach notification 

laws that allow for delayed disclosure where an active law enforcement investigation is ongoing 

so as not to impede the investigation, the proposing release explicitly elevates the importance of 

                                                      

2  “Cybersecurity incident” is defined as “an unauthorized occurrence on or conducted through a registrant’s 

information systems that jeopardizes the confidentiality, integrity, or availability of a registrant’s information 

systems or any information residing therein.”  This definition is broader and less focused on interruptions to 

operations than definitions included in the Advisers and Funds Proposal, but is consistent with the definition set 

forth by the National Institute of Standards and Technology.  See NIST Privacy Framework:  A Tool for Improving 

Privacy Through Enterprise Risk Management, Version 1.0 (Jan. 16, 2020). 

3  426 U.S. 438, 449 (1976). 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf
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timely reporting over law enforcement considerations.  As a result, registrants would no longer 

be able to rely on an ongoing investigation to delay disclosure of an incident. 

 Adding New Item 106 to Regulation S-K and Amending Forms 10-Q and 10-K to require 

registrants to (i) update disclosure related to previously disclosed incidents, and (ii) disclose any 

series of previously undisclosed, individually immaterial cybersecurity incidents that have become 

material in the aggregate in the periodic report for the period in which the company made the 

materiality determination.  The proposing release includes, as an example of such a group of 

incidents, the scenario where one malicious actor repeatedly engages in a number of smaller, but 

continuous, cyber attacks against the same company, which are quantitatively and/or qualitatively 

material when taken together. The disclosure of any such aggregate incidents would include 

substantially similar criteria as would be required under new Item 1.05. 

Periodic Risk Management and Governance Disclosures 

New Item 106 to Regulation S-K would also require disclosures that include (i) a description of the 

cybersecurity risk management plan and policies and procedures that the registrant has in place to 

identify and manage risks from cybersecurity threats, and (ii) information concerning the board’s oversight 

of cybersecurity risk; management’s role in assessing and managing such risk and implementing the 

registrant’s cybersecurity policies, procedures, and strategies; and management’s cybersecurity 

expertise.  Similarly, the Proposal would amend Item 407 of Regulation S-K to require disclosure of 

whether any board member has cybersecurity expertise and the nature of such expertise. 

 Risk Management and Policies and Procedures.  New Item 106(b) would require disclosure 

regarding whether a registrant has a cybersecurity risk assessment program in place and 

undertakes activities designed to prevent, detect, and minimize the effects of cybersecurity 

incidents, including oversight of a registrant’s selection and monitoring of third-party service 

providers.  The Proposal would also require disclosure of any policies and procedures concerning 

identification and management of a wide range of cybersecurity risks and threats, including 

operational risk, intellectual property theft, fraud, extortion, harm to employees or customers, 

violation of privacy laws, and other litigation and legal or reputational risks. 

 Governance.  New Item 106(c) would require disclosure of a registrant’s cybersecurity 

governance structure, including the board’s oversight of cybersecurity risk and a description of 

how management assesses and manages cybersecurity risks, including management’s role in 

implementing the registrant’s cybersecurity policies. 

Starting with board oversight, registrants would be required to specify: (i) whether the entire board 

or some subset of members of a committee are responsible for cybersecurity risk oversight; (ii) 

the processes by which the board is informed about cybersecurity risks and the frequency of the 

board’s discussions on that topic; and (iii) whether and how the board or applicable committee 

considers cybersecurity risk as part of its business strategy, risk management planning, and 

financial oversight and capital allocation processes.  Previously, the SEC’s 2018 guidance limited 

a description of oversight to only those companies for which cybersecurity risks were deemed to 

be material. 

With respect to management-related disclosures, the Proposal would require inclusion of 

information concerning: (i) who is responsible for cybersecurity risk management (including 

prevention, mitigation, detection, and remediation of cybersecurity incidents) and the expertise of 
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such persons; (ii) whether the company has a designated chief information security officer, the 

relevant expertise of such person, and to whom such person reports; (iii) how management is 

informed about and monitors the prevention, mitigation, detection, and remediation of 

cybersecurity incidents; and (iv) the cadence of how frequently management reports to the board 

or the responsible board committee on cybersecurity risk.  The Proposal would also require a 

description of any relevant cybersecurity expertise at the management level. 

 Board Cyber Expertise.  The amendment to Item 407 of Regulation S-K would require 

disclosure, in proxy or information statements concerning director elections and in annual reports 

on Form 10-K, of any applicable cybersecurity expertise held by directors.  The disclosure would 

include the names of such directors and details necessary to fully describe the nature of that 

expertise.  The Proposal does not define director “cybersecurity expertise” but includes a non-

exclusive list of criteria that may be considered in determining whether disclosure of a director’s 

cybersecurity credentials must be made: (i) prior work experience in cybersecurity, including as 

an information security officer, security policy analyst, auditor, architect, or engineer; or as a 

security operations or incident response manager or business continuity planner; (ii) whether the 

director has a certificate or degree in cybersecurity; and (iii) whether the director has knowledge, 

skills, or a background in cybersecurity, including in areas of security policy and governance, risk 

management, security assessment, control evaluation, security architecture and engineering, 

security operations, incident handling, or business continuity planning. 

Other Notable Features 

Although not the focus of this alert, other notable features of the Proposal include: 

 Similar disclosure requirements to be imposed on foreign private issuers in Form 6-K and Form 

20-F; 

 A proposed amendment to Rules 13a-11(c) and 15d-11(c) under the Securities Exchange Act of 

1934 (the “Exchange Act”) to include new Item 1.05 of Form 8-K in the list of items eligible for a 

limited safe harbor from liability under Exchange Act Section 10(b) or Rule 10b-5 thereunder; and 

 A proposed safe harbor in proposed Item 407(j)(2) stating that disclosure of a director’s 

cybersecurity expertise would not impose any duties, obligations, or liability on such person that 

would be greater than the duties, obligations, and liability otherwise ordinarily imposed on all 

directors. 

Recommendations to Consider Should the Proposal be Adopted 

Incident Reporting 

 Revise Plans for Incident Disclosure.  As noted above, the Proposal would preclude the ability 

to delay disclosure of a cybersecurity incident based on an ongoing investigation as they would 

be able to do under many state data breach notification laws.  Registrants would therefore need 

to update their incident response plans to build in rapid escalation procedures with an emphasis 

on making a materiality determination as soon as reasonably practicable. 

 Tabletop a Form 8-K Disclosure.  Registrants should consider simulating a cybersecurity 

incident response to determine how to strike the right balance between satisfying the required 

reporting elements under new Item 1.05 and protecting the organization from further harm.  Many 
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tabletop exercises focus on containment and internal escalation, with less of an emphasis on 

incident notification.  This exercise should focus on creating a set of technical and operational 

criteria for a variety of attack scenarios that would sufficiently inform investors without providing a 

roadmap to threat actors to do further damage or risk impeding an ongoing investigation. 

 Implement Procedures for Revisiting Non-Material Incidents.  Registrants should not forget 

continuous monitoring of seemingly minor incidents.  Policies and procedures should be put in 

place to revisit these incidents from a technical, operational, and financial perspective to 

determine whether an incident or group of incidents have worsened and therefore may need to be 

reported under new Item 106 of Regulation S-K. 

Risk Management and Governance 

 Ensure Disclosure Matches Actual Practices.  Given the Proposal’s emphasis on very specific 

practices concerning policies and procedures for cybersecurity risk management and the roles of 

management and the board in that process, registrants should prepare early for updated 

disclosures under new Item 106 of Regulation S-K.  Consider creating a checklist based on each 

disclosure element referenced in the rule, preparing a draft disclosure and confirming each 

disclosed element is being followed in practice — not simply written down in a policy or procedure 

and locked away in a drawer. 

 Revisit Board Oversight.  New Item 106(c)’s requirement to discuss cybersecurity governance 

structure presents not only an obligation, but an opportunity to revisit where that function sits best 

based on the skills and experience of the board (or committee of the board) and the particular 

needs of the organization. 

 Ramp Up Recruiting of Cyber Directors.  For several years now, an increasing number of 

companies have been on the hunt to add cybersecurity expertise to their director ranks.  Given 

Item 407’s proposed requirement to disclose any board-level cybersecurity expertise, registrants 

should expect the already high demand for such individuals to increase, and should focus their 

recruiting efforts now. 

Note on Agreement Drafting 

 Consider the Proposal in Drafting Cybersecurity Representations and Warranties.  Given 

the Proposal’s expanded disclosure requirements, market participants should review 

cybersecurity representations and warranties in underwriting, credit, and other agreements to 

ensure they cover, among other things, disclosure of any “cybersecurity incident[s]” required 

under the Proposal. 

* * * 
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