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SEC Proposes Comprehensive Cybersecurity 
Compliance and Reporting Rules for Registered 
Investment Advisers, Registered Investment 
Companies, and Business Development 
Companies 

On February 9, 2022, the Security and Exchange Commission (“SEC” or “Commission”) voted to propose 

rules and amendments under the Investment Advisers Act of 1940 (“Advisers Act”) and the Investment 

Company Act of 1940 (“Investment Company Act”) that would require the implementation of cybersecurity 

risk management and disclosure obligations by registered investment advisers (“advisers”), registered 

investment companies, and business development companies (“BDCs”) (the “Proposal”).  The stated 

goals of the Proposal, which follows a recent period of increased investigatory and enforcement activity 

concerning cybersecurity by the SEC, are twofold: (1) to ensure better protection of clients and investors 

by requiring advisers and funds to implement policies and procedures with specific elements to address 

cybersecurity risks that can lead to significant business disruptions and the loss or theft of data or assets; 

and (2) to ensure that clients’ and investors’ investment decisions can be informed by the receipt of 

information concerning the impact of cybersecurity risks and incidents on the operations of advisers and 

funds across the industry. 

The Proposal focuses on four key areas and would require advisers and funds to (1) adopt and 

implement written policies and procedures designed to address cybersecurity risks that could harm 

advisory clients and fund investors; (2) promptly report on a confidential basis “significant cybersecurity 

incidents” affecting the adviser or its fund or private fund clients to the Commission; (3) publicly disclose 

cybersecurity risks and significant cybersecurity incidents that occurred in the last two fiscal years in 

brochures and registration statements; and (4) adhere to new recordkeeping requirements designed to 

improve the accessibility of cybersecurity information to help facilitate the Commission’s oversight and 

enforcement missions. 

The Proposal is summarized below. 

https://www.friedfrank.com
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PROPOSED RULES AND AMENDMENTS 

1. Cybersecurity Risk Management Rules.  Proposed Rule 206(4)-91 under the Advisers Act2 and 

Proposed Rule 38a-2 under the Investment Company Act (together, the “cybersecurity risk 

management rules”) would require advisers and funds to implement policies and procedures that are 

reasonably designed to address risks related to cybersecurity based on their business operations.  

The proposed cybersecurity risk management rules would further require advisers and funds to 

review and evaluate the design and effectiveness of their policies and procedures at least annually to 

ensure that advisers and funds are prepared for an internal or external cybersecurity incident that has 

the potential to significantly affect their operations, potentially resulting in harm to clients and 

investors.  While recognizing that there is not a “one-size-fits-all approach” to cybersecurity, the 

Proposal mandates several elements to be incorporated in advisers’ and funds’ policies and 

procedures, including: 

(a) Risk Assessment.3  As a first step, advisers and funds would be required to periodically assess, 

categorize, prioritize, and draft written documentation of cybersecurity risks4 associated with their 

information systems.5  The risk assessment would include: 

 Categorization of risks based on an inventory of information systems, the information residing 

on the information systems, and the potential effect of a cybersecurity incident on the 

advisers and funds; 

 Identification of service providers that process, maintain or receive adviser or fund 

information, or that are otherwise permitted access to information systems used by the 

adviser or fund, and the risks associated with the use of such service providers; and 

 Review and assessment of policies and procedures at least annually and preparation of a 

written report on the risk assessment conducted to inform senior adviser or fund officers of 

                                                      

1  Proposed rule 206(4)-9 would apply to all registered investment advisers, including those advising separately 

managed accounts and private funds. Proposed rule 38a-2 would apply to mutual funds, exchange-traded funds 

(“ETFs”), unit investment trusts, registered closed-end funds, and business development funds. 

2  Section 206(4) of the Advisers Act permits the Commission to define, and prescribe means reasonably designed 

to prevent, such acts, practices, and courses of business conduct as are fraudulent, deceptive or manipulative, 

and to adopt rules reasonably designed to prevent fraud.  The SEC is proposing rule 206(4)-9 as a means 

reasonably designed to prevent fraud.  Section 38(a) of the Investment Company Act authorizes the Commission 

to “make ... such rules and regulations ... as are necessary or appropriate to the exercise of the powers 

conferred upon the Commission elsewhere in [the Investment Company Act].” 

3  Proposed rules 206(4)-9(a)(1) and 38a-2(a)(1). 

4  The SEC proposes to define “cybersecurity risk” as the “financial, operational, legal, reputational, and other 

adverse consequences that could stem from cybersecurity incidents, threats, and vulnerabilities.” 

5  The SEC proposes to define “[a]dviser information systems” as “information resources owned or used by the 

adviser, including physical or virtual infrastructure controlled by such information resources, or components 

thereof, organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of 

adviser information to maintain or support the adviser’s operations.” Proposed rule 206(4)-9; see also proposed 

rule 38a-2 (defining “fund information systems”). 
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the specific risks and identification of any cybersecurity threats.6  Advisers and funds should 

also reassess their cybersecurity risks as they arise so as to reflect internal changes, as well 

as monitor and consider updates and guidance from private sector and governmental 

resources. 

(b) User Security and Access.7  The cybersecurity risk management rules would also require 

implementation of user controls to minimize user-related risk and prevent unauthorized access to 

adviser and fund information systems. User security and access policies and procedures would 

include developing an acceptable use policy, requiring multifactor authentication and access 

verification for the use of information systems, establishing password control and management 

procedures, implementing least privilege access policies, and securing remote access 

technologies.  The proposing release also stresses a focus on mobile device management and 

the implementation of network endpoint detection security capabilities. 

(c) Information Protection.8  The cybersecurity risk management rules would require advisers and 

funds to monitor information systems to protect information from unauthorized access or use, 

based on a periodic assessment of their information systems and the information that resides on 

those systems. The assessment should consider: 

 The sensitivity level and importance of adviser or fund information to business operations; 

 If any adviser or fund information is personal information;9 

 How and where adviser or fund information is accessed, stored and transmitted, including the 

monitoring of adviser or fund information in transmission; 

 Adviser or fund information system access controls and malware protection; and 

 The potential effect of a cybersecurity incident involving adviser or fund information on the 

adviser or fund and its clients or shareholders, including the ability for the adviser to continue 

to provide investment advice or the fund to continue providing services. 

The proposing release notes that the results of the assessment should then inform advisers and 

funds in the selection of methods to prevent unauthorized access or use of such data, which could 

include encryption, network segmentation, access controls to ensure that only authorized users have 

                                                      

6  The SEC proposes to define “cybersecurity threat” as “any potential occurrence that may result in an 

unauthorized effort to adversely affect the confidentiality, integrity or availability of [an adviser’s or a fund’s] 

information systems or any [adviser or fund] information residing therein.”  Proposed rules 206(4)-9 and 38a-2. 

7  Proposed rules 206(4)-9(a)(2) and 38a-2(a)(2). 

8  Proposed rules 206(4)-9(a)(3) and 38a-2(a)(3). 

9  The SEC proposes to define “personal information” as “(1) [a]ny information that can be used, alone or in 

conjunction with any other information, to identify an individual, such as name, date of birth, place of birth, 

telephone number, street address, mother’s maiden name, Social Security number, driver’s license number, 

electronic mail address, account number, account password, biometric records or other non-public authentication 

information; or (2) [a]ny other non-public information regarding a client’s account.”  Proposed rule 206(4)-9; see 

also proposed rule 38a-2 (the proposed definition of “personal information” in proposed rule 38a-2 does not 

include the second prong of proposed rule 206(4)-9). 
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access to sensitive data or information on critical systems, monitoring and logging of systems and 

personnel for suspicious behavior, and penetration testing of systems. 

In addition, the information protection component of the Proposal places an emphasis on service 

provider oversight.  It would require advisers and funds to oversee any service providers that receive, 

process or maintain adviser or fund information through due diligence procedures or periodic 

assessments, and to document that the adviser or fund is requiring such service providers, pursuant 

to a written contract, to implement and maintain appropriate measures, including measures similar to 

the elements advisers and funds must address in their own cybersecurity policies and procedures. 

(d) Threat and Vulnerability Management.10  The cybersecurity risk management rules would require 

advisers and funds to detect, mitigate, and remediate cybersecurity threats and vulnerabilities 

with respect to adviser or fund information and systems.  The Proposal states that cybersecurity 

threats and vulnerabilities should be addressed through: 

 Ongoing monitoring, including through network, system, and application vulnerability 

assessments of internal and external systems, as well as those used by service providers; 

 Ongoing monitoring of industry and government sources for new threat and vulnerability 

information; 

 Implementing a patch management program to ensure timely patching of hardware and 

software vulnerabilities and maintaining a process to track and address reports of 

vulnerabilities; 

 Adopting policies and procedures that establish accountability for handling vulnerability 

reports, and processes for intake, assignment, escalation, remediation, and remediation 

testing; and 

 Role-based cybersecurity threat and vulnerability management and response training for 

personnel. 

(e) Cybersecurity Incident Response and Recovery.11  The cybersecurity risk management rules 

would also require advisers and funds to implement measures to detect, respond to, and recover 

from a cybersecurity incident, and to prepare written documentation of such incident response 

processes.  To comply with this requirement, advisers and funds would need to adopt policies 

and procedures12 reasonably designed to ensure: 

 Continued operations of the adviser or fund; 

 Protection of adviser and fund information and information systems; 

 External and internal cybersecurity incident information sharing and communications 

protocols, including written documentation of any cybersecurity incident and an incident 

                                                      

10  Proposed rules 206(4)-9(a)(4) and 38a-2(a)(4). 

11  Proposed rules 206(4)-9(a)(5) and 38a-2(a)(5). 

12  Proposed rules 206(4)-9(b) and 38a-2(b). 
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response plan that designates adviser or fund personnel to perform specific roles in the case 

of a cybersecurity incident; and 

 Reporting of significant cybersecurity incidents to the Commission. 

(f) Annual Review.13  The Proposal would require an annual review of the cyber policies and 

procedures to assess the design and effectiveness of the adviser’s or fund’s cybersecurity 

policies and procedures.  The annual review would need to be memorialized in a written report 

that describes the review, assessment, and any testing conducted; documents any new 

cybersecurity incidents; and discusses any material changes to the policies and procedures since 

the last report. 

In addition, proposed rule 38a-2 would require a fund’s board of directors, including a majority of its 

independent directors, initially to approve the fund’s cybersecurity policies and procedures, as well as 

to review the written report on cybersecurity incidents and material changes to the fund’s 

cybersecurity policies and procedures to facilitate the board’s oversight of the fund’s cybersecurity 

program and provide accountability for the administration of that program. 

2. Confidential Reporting of Significant Cybersecurity Incidents for Advisers.  The Proposal 

introduces new rule 204-6, which would require advisers to report significant adviser cybersecurity 

incidents14 (for themselves or their private client funds) and significant fund cybersecurity incidents15 

(for their registered fund and BDC clients) to the Commission on a confidential basis by submitting a 

new Form ADV-C no more than 48 hours after the adviser has a reasonable basis to conclude that a 

significant cyber incident has occurred.16 

(a) Proposed Rule 204-6.  Advisers would be required to report any significant cybersecurity 

incidents to the Commission on new Form ADV-C, amend any previously filed Form ADV-C 

promptly (but in any event within 48 hours) after information reported on the form becomes 

materially inaccurate, if new material information about a previously reported incident is 

discovered, and file a final amendment after the resolution of any significant cybersecurity 

incident or after closing any internal investigation related to a previously disclosed incident. 

(b) Form ADV-C.  New proposed Form ADV-C would include a structured format for disclosing a 

significant cybersecurity incident through a series of check-the-box and fill-in-the-blank questions.  

Information provided would include (i) basic identifying information about the adviser; (ii) 

background information regarding the incident; (iii) whether law enforcement or a government 

                                                      

13  Proposed rules 206(4)-9(b) and 38a-2(b). 

14  The Proposal defines a “significant adviser cybersecurity incident” as a cybersecurity incident, or a group of 

related incidents, that significantly disrupts or degrades the adviser’s ability, or the ability of a private fund client 

of the adviser, to maintain critical operations, or leads to the unauthorized access or use of adviser information, 

where the unauthorized access or use of such information results in: (1) substantial harm to the adviser, or 

(2) substantial harm to a client, or an investor in a private fund, whose information was accessed. 

15  The Proposal defines a “significant fund cybersecurity incident” as an incident that: (1) significantly disrupts or 

degrades the fund’s ability to maintain critical operations, or (2) leads to the unauthorized access or use of fund 

information, which results in substantial harm to the fund, or to the investor whose information was accessed. 

16  Proposed rule 204-6. 
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agency has been notified about the incident; (iv) substantive information about the nature and 

scope of the incident being reported (including any actions and planned actions to recover from 

the incident; whether any data was stolen, altered, accessed or used for any other unauthorized 

purpose; and whether the significant cybersecurity incident has been disclosed to the adviser’s 

clients and/or to investors); and (v) whether the incident is covered under a cybersecurity 

insurance policy.17 

The SEC’s current view is that Form ADV-C should be confidential, given that public disclosure is neither 

necessary nor appropriate in the public interest or for the protection of investors, as it will require advisers 

to report certain information regarding a significant cybersecurity incident in order to allow the 

Commission and its staff to understand the nature and extent of the cybersecurity incident and the 

adviser’s response to the incident.18  However, public disclosures of any significant cybersecurity 

incidents (as well as cybersecurity risks) to investors are separately provided for under the Proposal. 

3. Public Disclosure of Cybersecurity Risks and Incidents.  The Proposal would amend Form ADV 

Part 2A19 for advisers, and Forms N-1A, N-2, N-3, N-4, N-6, N-8B-2, and S-6 for funds, to explicitly 

require disclosure of cybersecurity risks and incidents to fund investors and other market participants. 

(a) Requirements under Form ADV Part 2A: The Proposal would require advisers to add a new 

disclosure section – Item 20 “Cyber Risks and Incidents” – to Form ADV Part 2A.  The disclosure 

must: 

 Describe, in plain English, cybersecurity risks that could materially affect the advisory 

services they offer; 

 Describe how advisers assess, prioritize, and address cybersecurity risks created by the 

nature and scope of their business; 

 Describe any cybersecurity incidents that occurred within the last two fiscal years that have 

significantly disrupted or degraded the adviser’s ability to maintain critical operations, or that 

have led to the unauthorized access or use of adviser information, resulting in substantial 

harm to the adviser or its clients; and 

 Identify the entity or entities affected, when the incidents were discovered and whether they 

are ongoing, whether any data was stolen, altered, accessed or used for any other 

unauthorized purpose, the effect of the incident on the adviser’s operations, and whether the 

adviser or service provider has remediated or is currently remediating the incident. 

                                                      

17  The Proposal would require Form ADV-C to be filed electronically with the Commission through the Investment 

Adviser Registration Depository (“IARD”) platform. 

18  Under Section 210(a) of the Advisers Act, information in Form ADV-C would be publicly disclosed unless the 

SEC finds that public disclosure is neither necessary nor appropriate in the public interest or for the protection of 

investors. 

19  Advisers are required to deliver to clients a copy of their Form ADV Part 2A, also known as the brochure, which 

contains information about the adviser’s business practices, fees, risks, conflicts of interest, and disciplinary 

information. 
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(b) Amendments to Rule 204-3(b).  The Proposal also seeks an amendment to rule 204-3(b) that 

would require an adviser to deliver interim brochure amendments to existing clients promptly if 

the adviser adds disclosure of a cybersecurity incident to its brochure or materially revises 

information already disclosed in its brochure about such an incident.20  The SEC believes that 

interim updates would enable clients to take protective or remedial measures if “swift delivery” of 

such information is provided to clients. 

(c) Fund Registration Statements.21  The Proposal would require fund registration statements to 

provide prospective and current investors with disclosures about significant fund cybersecurity 

incidents.  Just as with Form ADV Part 2A, the Proposal would require funds to disclose a 

description of any significant fund cybersecurity incident that has occurred in its last two fiscal 

years and provide to the extent known: 

 The entity or entities affected; 

 When the incident was discovered and whether it is ongoing; 

 Whether any data was stolen, altered or accessed or used for any other unauthorized 

purpose; 

 The effect of the incident on the fund’s operations; and 

 Whether the fund (or service provider) has remediated or is currently remediating the 

incident. 

In addition, the proposing release notes that funds should consider providing investors with information 

concerning cybersecurity risks in fund registration statements under the Investment Company Act and the 

Securities Act of 1933 to the extent such risks would constitute a “principal risk” associated with 

investment in the fund. 

4. Recordkeeping.  The Proposal also seeks to amend Rule 204-2, the books and records rule under 

the Advisers Act, and introduces rule 38a-2 under the Investment Company Act. 

(a) Advisers.  Advisers would be required to maintain copies of certain records related to the 

proposed cybersecurity risk management rules and the occurrence of cybersecurity incidents, 

including (i) the adviser’s cybersecurity policies and procedures; (ii) the adviser’s written report 

documenting the annual review of its cybersecurity policies and procedures; (iii) regulatory filings 

related to cybersecurity incidents; (iv) records documenting the occurrence of any cybersecurity 

incident, including any records related to any response and recovery from the incident; and 

(v) records documenting an adviser’s cybersecurity risk assessment. 

(b) Funds.  Proposed rule 38a-2 under the Investment Company Act would require a fund to maintain 

copies of its cybersecurity policies and procedures and other related records specified under the 

proposed rules.  Such records would include: (i) cybersecurity policies and procedures; (ii) written 

                                                      

20  Currently, Rule 204-3(b) requires advisers to deliver interim brochure amendments to existing clients only if there 

are changes to disciplinary information in Item 9. 

21  The SEC is proposing amendments to Forms N-1A, N-2, N-3, N-4, N-6, N-8B-2, and S-6. 
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reports provided to its board concerning cybersecurity; (iii) records documenting the fund’s annual 

review of its cybersecurity policies and procedures; (iv) any report of a significant fund 

cybersecurity incident provided to the Commission by its adviser; (v) records documenting the 

occurrence of any cybersecurity incident, including any records related to any response and 

recovery from such an incident; and (vi) records documenting the fund’s cybersecurity risk 

assessment. 

COMMENT PERIOD 

The SEC posed extensive questions in the proposing release and has requested comments on all 

aspects of the Proposal, which will be due on the later of (a) 30 days after the proposing release is 

published in the Federal Register or (b) April 11, 2022. 

* * * 

Authors: 

Michael A. Kleinman 

Katelyn E. James 

This memorandum is not intended to provide legal advice, and no legal or business decision should be 
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