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EU Cross-Border Data Transfers after Schrems 
II:  EU’s Highest Court Sends Cross-Border 
Business Partners Back to the Negotiating 
Table 

Overview 

On July 16, 2020, in its long-awaited decision in Data Protection Commissioner v. Facebook Ireland Ltd. 

and Maximillian Schrems (Schrems II), the European Court of Justice (ECJ), Europe’s highest court, went 

out of its way to invalidate the EU-U.S. Privacy Shield Framework, while upholding, with serious 

reservations, the use of Standard Contract Clauses (SCCs) and Binding Corporate Rules (BCRs) as 

adequate safeguards for the cross-border transfer of personal data originating in the European Economic 

Area (EEA) to “third” countries such as the United States.  The ECJ’s decision was heavily influenced by 

its critical view of U.S. foreign surveillance laws and programs, which it deemed inadequate to protect the 

fundamental rights of EEA residents in the privacy of their personal data.  The Court’s decision 

emphasized that data importers and exporters relying on SCCs or BCRs must make an individualized risk 

assessment with respect to each transfer of personal data to ensure a level of protection “essentially 

equivalent” to the protection guaranteed within the EEA pursuant to the EU General Data Protection 

Regulation (GDPR).  If the parties cannot ensure a safe transfer, they must suspend or terminate it.  But 

just what that assessment should include and how a data importer can overcome the perceived risks to 

data subjects posed by U.S. surveillance laws through the addition of supplemental safeguards remains 

to be seen.  While the European Data Protection Board (EDPB), which has issued some preliminary 

guidance, continues to consider these questions, we provide some recommendations below. 

Cross-Border Data Transfers before Schrems II 

Article 45 No.1 of the GDPR mandates that a controller or processor of personal data may only transfer 

such data to a third country if the European Commission has decided that the third country ensures an 

adequate level of protection.  The United States is not one of those countries.  Accordingly, the transfer of 

personal data from the EEA to the United States requires data importers and exporters to (i) adopt 

appropriate safeguards to meet their GDPR compliance obligations, or (ii) rely on certain “derogations” 

enumerated in the GDPR. 

Until the ECJ’s recent decision, self-certification under the EU-U.S. Privacy Shield was among one of the 

safeguards that over 5,300 U.S. companies adopted to ensure that this level of protection was met.  

Among other things, the Privacy Shield allowed companies in the United States to self-certify that they 
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would adopt adequate safeguards to protect the transfer of personal data out of the EEA and provided an 

ombudsman to address grievances raised by EEA data subjects. 

As the EU-U.S. Privacy Shield had been developed to replace the U.S.-EU Safe Harbor Framework after 

its invalidation by the ECJ in 2015 in a related case (Schrems I), and thus remained subject to ECJ 

review and approval, many companies adopted SCCs and BCRs in addition to or rather than, the EU-

U.S. Privacy Shield, assuming that those mechanisms would be deemed adequate by the ECJ.  SCCs 

are a set of European Commission-adopted standard contractual clauses for use by data importers and 

exporters that allow companies to transfer data out of the EEA to a third country in exchange for 

assurances by the exporter that adequate privacy protections would be met by the importer.  BCRs are 

similar to SCCs, but cover intra-organization cross-border transfers, and require specific approval by a 

Data Protection Authority in the EEA. 

Absent such mechanisms, lawful transfer of personal data outside the EEA under the GDPR is only 

permitted if one or more “derogations” are fulfilled.  Such derogations, include, in particular, receiving 

explicit consent from the data subject, which can be withdrawn at any time, or an analysis resulting in a 

conclusion that the transfer is necessary for the public interest or the establishment of legal claims. 

The Court’s Decision 

Privacy Shield Invalidated.  Mirroring the decision and reasoning in Schrems I, the ECJ invalidated the 

EU-U.S. Privacy Shield framework because the program does not limit the scope of data that is collected 

under U.S. foreign surveillance programs or afford EEA data subjects adequate redress against the U.S. 

government’s use of that data.  Under the U.S. Foreign Intelligence Surveillance Act of 1978 (FISA), 

procedures were established for physical and electronic surveillance and collection.  Section 702 of FISA 

authorizes the collection, use, and dissemination of electronic communications content stored by U.S. 

internet service providers and content hosts, such as Google, Facebook, and Microsoft.  Those national 

security objectives were expanded under Executive Order 12333, which broadened the U.S. 

government’s reach to “collect information concerning, and conduct of activities to protect against, 

international terrorism, proliferation of weapons of mass destruction, intelligence activities directed 

against the United States...and other hostile activities directed against the United States by foreign 

powers, organizations, persons and their agents.” 

Focusing on what it deemed to be the broad sweep of U.S. foreign surveillance programs, the ECJ held 

that the EU-U.S. Privacy Shield inadequately protected EEA citizens’ personal data because the exercise 

of U.S. intelligence agency power lacked proportionality and redressability.  The ECJ held that the 

improvements in the EU-U.S. Privacy Shield over the U.S.-EU Safe Harbor Framework, including the 

establishment of the ombudsmen grievance procedure, did not go far enough to safeguard the 

fundamental rights of EEA data subjects, and that U.S. law did not afford standing to foreign data subjects 

to pursue their claims against the U.S. government in court. 

SCCs and BCRs Upheld, but under Scrutiny.  Turning next to contractual mechanisms for cross-border 

data transfer, the ECJ held that SCCs (and BCRs, by implication) could be used to transfer data outside 

of the EEA, but they suffered from the same concerns related to access afforded to EEA data subjects 

under U.S. surveillance laws.  The ECJ made clear that a risk-based analysis will be necessary to verify 

the use of contractual clauses, whether BCRs or SCCs, provides essentially equivalent protections to 

those that are afforded under the GDPR for cross-border transfers of personal data.  The ECJ clarified 

that the burden to make this assessment lies both with data exporters and importers.  In particular, data 
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importers are required to inform data exporters of any inability to comply with the SCCs and any 

additional safeguards.  In the event of a breach of these clauses or the inability to comply with them, data 

exporters are required to suspend or prohibit cross-border transfers or terminate the contract for 

transferring/processing personal data altogether.   

Aside from this guidance, the ECJ provided scant guidance on how to do so, stating only that companies 

must take into account the circumstances of the transfer and possible “supplementary measures” or 

“additional safeguards” around access by the U.S. government to the personal data transferred and legal 

redress afforded EEA data subjects.   

Recommendations for Assessment 

Ultimately, the ECJ’s ruling leaves many unanswered questions for the scores of businesses engaged in 

cross-border personal data transfers.  These will ultimately be decided by the various Data Protection 

Authorities and the EDPB, which has issued preliminary guidance in the form of FAQs in response to 

Schrems II and has promised to examine and assess the judgment of the ECJ to develop further 

guidance.  In the meantime, below are some steps that all companies who import or export data outside 

of the EEA should consider taking to address the risk-based assessment required by Schrems II. 

 Transfers relying on the EU-U.S. Privacy Shield framework are invalid and should immediately be 

replaced with alternative safeguards.  Unlike after the invalidation of the EU-U.S. Safe Harbor 

framework in Schrems I, the EDPB FAQs make clear that there is no grace period for a transition 

to an alternative appropriate transfer safeguard. 

 Conduct an inventory of all personal data transfers between the EEA and the United States (and 

any other third country) and assign risk levels based on (i) categories of data being transferred 

(e.g., personal data, sensitive data) and (ii) whether your transfer counterpart is a likely target for 

U.S. foreign intelligence surveillance demands.  The risk assignment process should include 

deciding whether the extent of collection is necessary, determining whether the transfer purpose 

furthers an important company interest, and examining how the personal data is processed.   

 Address highest risk transfers first.  For example, a bank likely will have high levels of risk, 

whereas a small online retailer likely will have lower levels of risk of surveillance interception.  

Where it is possible that U.S. governmental authorities might seek to access the personal data 

transferred, consider including additional protections, such as encryption or tokenization, which 

would render personal data meaningless to a third party, or adding suspension or termination 

clauses in contracts that allow a company to avoid the risk of an enforcement action in the EEA 

and the threat of substantial penalties. 

 Document the results of your assessments and any supplemental protections added to your 

SCCs and BCRs. 

 Consider implementing data localization or regionalization practices, if realistic.  Hosting and 

processing EEA data subjects’ personal data only within the EEA or within countries where the 

European Commission has issued an adequacy decision under the GDPR will avoid the 

uncertainty of Schrems II entirely.  The downside is the cost to localize may be prohibitively 

expensive, depending on, among other things, a company’s geographic footprint and customer 

mix. 
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 Rely on the “derogations” with caution.  Article 49 of the GDPR allows transfer without the use of 

SCCs or BCRs so long as a transferee can document and ensure at least one of the seven 

derogations are met.  Particularly relevant derogations include (i) explicit consent to the transfer 

by the EEA data subjects, which can be withdrawn at any time; and (ii) transfer necessary for the 

performance of a contract.  The EDPB’s FAQs address these derogations, and remind readers 

that they are narrowly circumscribed.  The EDPB has previously published guidelines on how to 

comply with these derogations, which should be consulted before adopting them as an adequate 

safeguard. 

* * * 

Authors: 

Michael A. Kleinman 

Jason L. Greenberg 

Dr. Peter Breschendorf 

Kimberly Mihovics 

This memorandum is not intended to provide legal advice, and no legal or business decision should be 

based on its contents. If you have any questions about the contents of this memorandum, please call your 

regular Fried Frank contact or an attorney listed below: 

Contacts: 

New York 

Amir R. Ghavi +1.212.859.8552 amir.ghavi@friedfrank.com  

Jason L. Greenberg +1.212.859.8503 jason.greenberg@friedfrank.com  

Michael A. Kleinman +1.212.859.8476 michael.kleinman@friedfrank.com  

Frankfurt 

Dr. Peter Breschendorf +49.69.870.030.321 peter.breschendorf@friedfrank.com  

Dr. Juergen van Kann +49.69.870.030.300 vankann@friedfrank.com  

London 

Gregg Beechey +44.20.7972.9172 gregg.beechey@friedfrank.com  

James Kitching +44.20.7972.6295 james.kitching@friedfrank.com  

Leigh Mallon +44.20.7972.9147 leigh.mallon@friedfrank.com  

 

https://www.friedfrank.com
https://www.friedfrank.com/index.cfm?pageID=42&itemID=1926
mailto:amir.ghavi@friedfrank.com
https://www.friedfrank.com/index.cfm?pageID=42&itemID=1313
mailto:jason.greenberg@friedfrank.com
https://www.friedfrank.com/index.cfm?pageID=42&itemID=1324
mailto:michael.kleinman@friedfrank.com
https://www.friedfrank.com/index.cfm?pageID=42&itemID=1803
mailto:peter.breschendorf@friedfrank.com
https://www.friedfrank.com/index.cfm?pageID=42&itemID=636
mailto:vankann@friedfrank.com
https://www.friedfrank.com/index.cfm?pageID=42&itemID=1725
mailto:gregg.beechey@friedfrank.com
http://www.friedfrank.com/index.cfm?pageID=42&itemID=1251&more=1
mailto:james.kitching@friedfrank.com
https://www.friedfrank.com/index.cfm?pageID=42&itemID=1354
mailto:leigh.mallon@friedfrank.com

