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INTRODUCTION

As regulators continue to focus on the

growing role of digital assets in the finan-

cial markets and the economy as a whole,

those who manage client assets have had

to address these issues as well. Of course,

attempting to understand and navigate the

current legal and regulatory framework as

it applies to digital assets is far from a

simple task. This is partly because digital

assets are a relatively new asset class and

partly because regulatory authorities

themselves have been hesitant and uncer-

tain in terms of clarifying the applicability

of existing regulatory regimes to digital

assets.1

In late 2021, the three principal U.S.

federal banking regulatory authorities an-

nounced that they will publish new guid-

ance in 2022 on how banks can be in-

volved in activities relating to “crypto

assets.”2 For this purpose, the agencies use

the term “crypto-asset” to refer generally

to any digital asset implemented using

cryptographic techniques.3

Also, in late 2021, the President’s

Working Group on Financial Markets

(“PWG”), which is chaired by the Secre-

tary of the Treasury and includes the Chair

of the Board of Governors of the Federal

Reserve System, the Chair of the Securi-

ties and Exchange Commission (the

“SEC”) and the Chair of the Commodity

Futures Trading Commission (the

“CFTC”), or their designees, along with

the Federal Deposit Insurance Corpora-

tion and the Office of the Comptroller of

the Currency, released an Interagency

Report on Stablecoins (the “PWG Re-

port”), in which they advocate new legis-

lation to regulate issuers of stablecoins,

wallet providers and related entities in or-

der to address various systemic and inves-

tor protection risks and attendant pruden-

tial concerns posed by stablecoins, as well

as regulatory gaps.4 The PWG Report also

recommends that, in the absence of Con-

gressional action, the agencies take in-

terim actions to address risks falling

within their respective jurisdictions and

the Financial Stability Oversight Council

(“FSOC”) consider steps available to it to

deal with the risks outlined therein, includ-

ing designating activities relating to

stablecoins as or likely to become systemi-
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cally important. Additionally, the PWG Report

notes that arrangements and activities involving

stablecoins may implicate the jurisdiction of the

SEC and/or the CFTC.5 Shortly after, FSOC

released its 2021 Annual Report which identifies

several potential risks arising from new and

emerging uses of stablecoins and other digital

assets.6

In this evolving legal and regulatory land-

scape, it is not surprising that most institutional

asset managers have tended to be somewhat cau-

tious about seeking to obtain exposure for their

client portfolios to this emerging asset class.

Among the most commonly cited rationales for

obtaining exposure to digital assets as a compo-

nent of an investment portfolio or a trading strat-

egy are to provide diversification and to hedge

against the risks of inflation and geopolitical

instability.7 To be sure, these opportunities must

be evaluated by institutional asset managers in

light of the many risks and concerns that have

been identified in connection with investing in

digital assets. These include price volatility, valu-

ation and liquidity, market opacity, and the ab-

sence of regulatory oversight with respect to

many platforms and other intermediaries in-

volved in facilitating digital asset transactions,

which is likely to exacerbate these risks. This

article is intended to highlight some of the most

significant issues confronting institutional asset

managers under the Investment Advisers Act of

1940, as amended (the “Advisers Act”) and the

Commodity Exchange Act, as amended (the

“CEA”) as they consider the possible benefits and

potential risks and challenges arising from effect-

ing such transactions on behalf of client

portfolios.

SEC/INVESTMENT ADVISERS
ACT OF 1940

BACKGROUND

While there are newly established firms rais-

ing third-party capital to invest in digital assets

that may be finding themselves in the ambit of

the Advisers Act for the first time, there are also a

number of existing asset managers that are al-

ready registered with the SEC as investment

advisers, or that have already determined that

they are exempt from registration, looking to

advise their clients on digital assets. Both the for-

mer and the latter will need to determine whether

any particular digital asset they recommend to a

client is a “security,” but the former will also

need to determine whether they meet the defini-

tion of “investment adviser” under the Advisers

Act and whether they are subject to any registra-

tion requirements as a result of that

determination. Investment advisers that currently

rely on an exemption from registration, such as

the private fund adviser exemption8 or the venture

capital adviser exemption,9 will also need to

determine whether they can continue to rely on

such exemption. These questions are important

to address as a threshold matter, even if there are

no clear answers and firms are left with determin-

ing whether to take a more or less conservative

approach. In this regard, the SEC’s Division of

Examinations (the “Division of Exams”) has said

that it will review compliance matters related to

appropriate registration when examining invest-

ment advisers, including among other things,

calculation of regulatory assets under manage-

ment, characterization of digital assets in pooled

vehicles, and the status of clients.10

Section 202 of the Advisers Act defines “in-
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vestment adviser” as “any person who, for com-

pensation, engages in the business of advising

others . . . as to the value of securities or as to

the advisability of investing in, purchasing, or

selling securities. . . .”11 Section 202 also defines

“security,” which is defined broadly to comprise

a laundry list of instruments, including “invest-

ment contracts.”12 Whether any particular digital

asset is a “security” for purposes of the Federal

securities laws depends on multiple factors, and

generally involves an analysis of whether the

digital asset is an “investment contract” based on

tests established by the United States Supreme

Court. In the landmark case Securities and Ex-

change Commission v. W. J. Howey Co., the

Supreme Court defined “investment contract” as

a contract, transaction, or scheme that involves

the investment of money in a common enterprise

with profits to come solely from the efforts of

others.13 While Howey was analyzed under the

Securities Act of 1933, as amended (the “Securi-

ties Act”), the SEC construes the term “security”

more broadly under the Advisers Act than it does

under the Securities Act, and instruments that

meet the Howey test are considered securities for

purposes of the Advisers Act. While there is no

convenient list of digital assets that meet the def-

inition of “security,” the SEC has indicated that

Bitcoin, and likely Ethereum, would not be

considered securities, while many other digital

assets would be securities. The SEC uses the term

“digital asset securities” when referring to digital

assets that would be subject to its jurisdiction.14

ADVISERS ACT REQUIREMENTS

Investment advisers, whether registered or

exempt from registration, need to keep in mind

that all of the requirements that apply to them as

investment advisers advising on traditional secu-

rities also apply to them when advising clients

with respect to digital asset securities. Most

importantly, investment advisers have a fiduciary

duty to their clients.15 The SEC interprets this

duty to comprise a duty of care and a duty of

loyalty.16 While an investment adviser’s fiduciary

duty cannot be waived, it can be shaped by agree-

ment with the client, provided that there is full

and fair disclosure and informed consent.17 As a

result, investment advisers that advise sophisti-

cated clients, or deal with sophisticated investors

in private funds, generally have greater flexibility

to negotiate and specify certain of their

obligations.18

The duty of care, includes a duty to provide

advice that is in the best interest of the client, a

duty to seek best execution, and a duty to provide

advice and monitoring over the course of the

relationship.19 To fulfill these duties, an invest-

ment adviser must have a reasonable understand-

ing of its client’s objectives, which for private

funds, would include an understanding of the

fund’s investment objectives and guidelines.20

The SEC has iterated that this requires an invest-

ment adviser to conduct a reasonable investiga-

tion into investments sufficient not to base its

advice on materially inaccurate or incomplete

information.21 To fulfill its duty to seek best exe-

cution, an investment adviser must seek to obtain

the execution of securities transactions on behalf

of a client with the goal of maximizing value for

the client under the particular circumstances oc-

curring at the time of the transaction, and “peri-

odically and systematically” evaluate the execu-

tion it receives for clients.22 The duty of loyalty

requires an investment adviser not to subordinate

its clients’ interests to its own (i.e., not place its

own interest ahead of its client’s interests), make

full and fair disclosure of all material facts relat-
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ing to the advisory relationship, and eliminate, or

at least expose through full and fair disclosure,

all conflicts of interest. In order for disclosure to

be full and fair, it must be sufficiently specific so

that a client is able to understand the material fact

or conflict of interest, and make an informed de-

cision whether to provide its consent.23 Both the

duty of care and the duty of loyalty are principles-

based, and apply to the entire relationship be-

tween the adviser and its client.24

In the context of digital asset securities, invest-

ment advisers should review the Digital Asset Se-

curities Risk Alert to help them assess whether

they are complying with their requirements under

the Advisers Act, including the fulfillment of fi-

duciary duty to their clients.25 This Risk Alert

summarizes the Division of Exams’ observations

from examinations of investment advisers regard-

ing digital asset securities and highlights focus

areas for future examinations regarding digital

asset securities. While some of the observations

relate only to registered investment advisers, oth-

ers relate to both registered and unregistered

investment advisers. For example, the Risk Alert

states that the Division of Exams will focus on

the following areas when reviewing the policies,

procedures, and practices of investment advisers

investing client assets in digital asset securities

and other digital assets: (1) classification of

digital assets managed on behalf of their clients,

including whether they are classified as securi-

ties; (2) due diligence on digital assets (e.g., that

the adviser understands the digital asset, wallets,

or any other devices or software used to interact

with the relevant digital asset network or applica-

tion, and the relevant liquidity and volatility of

the digital asset); (3) evaluation and mitigation of

risks related to trading venues and trade execu-

tion or settlement facilities (e.g., with respect to

security breaches, fraud, insolvency, market

manipulation, the quality of market surveillance,

KYC/AML procedures, and compliance with ap-

plicable rules and regulations); (4) management

of risks and complexities associated with

“forked” and “airdropped” digital assets (e.g., al-

locations thereof across client accounts, conflicts

of interest, or other issues that may result from

the fork or airdrop event); and (5) fulfillment of

their fiduciary duty with respect to investment

advice across all client types.26 Although fidu-

ciary duty is only specifically mentioned in the

last of this list, the others on the list are part and

parcel of fulfilling that duty—particularly the

duty of care.

It is worth stressing that investment advisers

advising on digital assets should ensure that they

understand the assets they are recommending,

including the various risks associated with the

asset class, and are satisfied that they are fulfill-

ing their duty to provide suitable advice for their

clients, including, with respect to a private fund,

an understanding of the private fund’s investment

objectives and guidelines. In the Private Fund

Advisers Risk Alert, the Division of Exams

highlighted private fund advisers’ failures in

conducting due diligence, including a lack of

investigation into underlying investments, fail-

ures to perform reasonable investigations into the

compliance and internal controls of the underly-

ing investments, and failures to perform adequate

due diligence on important service providers.27

Investment advisers advising on digital asset se-

curities should also take reasonable steps to dili-

gence the service providers they select on behalf

of their clients, once again taking into account

the particular risks associated with the asset class.

In the Digital Asset Securities Risk Alert, the
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Division of Exams also stated that it will review

disclosures to investors regarding the unique

risks associated with digital assets.28 Investment

advisers advising on digital asset securities

should review their disclosures to ensure that

they clearly describe the risks that are heightened

as a result of assets being digital in nature, such

as complexities of the products and technology

underlying such assets, technical, legal, market,

and operational risks (including custody and

cybersecurity), price volatility, illiquidity, and

valuation methodology.29

In addition to fiduciary duty, investment advis-

ers that are registered with the SEC are subject to

additional requirements under the Advisers Act

and Advisers Act rules, including rule 206(4)-2

(the “Custody Rule”). When registered invest-

ment advisers initially began to consider trading

in digital assets, it was the Custody Rule that

posed the greatest challenge for them from a

regulatory perspective. Among other things, the

Custody Rule requires registered investment

advisers to maintain client funds and securities

with a “qualified custodian,” which generally

includes a bank,30 a savings association, a broker-

dealer registered with the SEC, a futures com-

mission merchant (“FCM”) registered with the

CFTC, or a foreign financial institution that cus-

tomarily holds financial assets for its customers

and segregates client assets from proprietary

assets.31 Given that these types of traditional

custodians have not been equipped to safeguard

digital assets, registered investment advisers

found the Custody Rule to be the primary obsta-

cle when investing directly in digital assets. One

way registered investment advisers have been

able to navigate this issue is by seeking indirect

exposure to digital assets, such as taking posi-

tions in futures contracts on digital assets or

investing in pooled investment vehicles that

invest in digital assets. For example, a pooled

investment vehicle that invests in digital assets

could be sponsored by a firm that is not subject to

the Custody Rule. If a registered investment

adviser invests client assets in such a pooled

investment vehicle, it would be responsible for

custodying the interests in the pooled investment

vehicle, but not the digital assets held by the

pooled investment vehicle (although as discussed

above, the adviser would have a fiduciary duty to

conduct appropriate diligence on the pooled

investment vehicle, which would include under-

standing how the pooled investment vehicle’s as-

sets are safe-kept).32

Today, there are multiple financial institutions,

mostly state-chartered trust companies, that serve

as qualified custodians of digital assets.33 Nota-

bly, the SEC’s Division of Investment Manage-

ment (the “Division of IM”) has been deliberate

in its statements about the custody of digital as-

sets and the application of the Custody Rule. Fol-

lowing the publication of a no-action letter by the

Wyoming Division of Banking that set forth its

views that a Wyoming-chartered public trust

company would be able to serve as a qualified

custodian under the Custody Rule based on the

Advisers Act’s definition of “bank,” the Division

of IM issued a statement to the effect that the

SEC and its staff are not bound by statements or

views expressed by state regulators in consider-

ing the requirements of the Custody Rule.34 In

the same statement, the Division of IM solicited

feedback on the issue of digital asset custody,

including with respect to state-chartered trust

companies and their custodial services and char-

acteristics, and whether there are entities that cur-

rently satisfy the definition of qualified custodian

under the Custody Rule that should not be in-
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cluded within that definition because they do not

meet the policy goals underlying the rule.35 In

recent years, the SEC has also indicated its inten-

tion to propose amendments to the Custody Rule,

which is likely to address (whether specifically

or by means of a principles-based approach), and

seek public comment on the custody of digital

assets. Although the Custody Rule had appeared

on the SEC’s short-term agenda in spring 2021

with an expected notice of proposed rulemaking

to be published in April 2022, as of fall 2021, it

was moved to the SEC’s long-term agenda,

among the rules that have an expected regulatory

action date more than 12 months from the publi-

cation of the agenda.36

Registered investment advisers should note

that the Division of Exams has stated in the

Digital Asset Securities Risk Alert that it will

review the risks and practices related to the

custody of digital assets by investment advisers

and examine for compliance with the Custody

Rule.37 The Risk Alert states that regardless of

how digital assets are stored, the staff will review

(1) occurrences of unauthorized transactions,

including theft of digital assets; (2) controls

around safekeeping of digital assets (e.g., em-

ployee access to private keys and trading plat-

form accounts); (3) business continuity plans

where key personnel have exclusive access to

private keys; (4) how the adviser evaluates harm

due to the loss of private keys; (5) reliability of

software used to interact with relevant digital as-

set networks; (6) storage of digital assets on trad-

ing platform accounts and with third-party custo-

dians; and (7) security procedures related to

software and hardware wallets.38

Registered investment advisers are also subject

to Advisers Act Rule 204A-1 (the “Code of Eth-

ics Rule”), which requires them to establish,

maintain, and enforce a written code of ethics that

includes policies and procedures around personal

trading by the adviser’s access persons.39 Among

other things, access persons must report their se-

curities holdings, securities transaction reports,

and preclear certain securities transactions. As

noted above, determining whether any particular

digital asset is a “security” requires a multi-factor

legal analysis, and the SEC has suggested that

many digital assets would be securities. As a

result, registered investment advisers that permit

personal trading in digital assets may find it more

practical to require the reporting and preclear-

ance of all personal trading in digital assets than

to try to distinguish and exclude from such re-

quirement personal trading in digital assets that

are not securities. Where firms have automated

their access persons’ reporting requirements by

receiving copies of brokerage statements, the

policies and procedures should ensure that per-

sonal trading in digital assets is not overlooked.

As a matter of policy, investment advisers to

private funds that invest in digital assets may also

find that prohibiting all personal trading in digital

assets except by investing in the adviser’s funds

effectively mitigates concerns around conflicts of

interests and allocation of investment

opportunities.40

There are other Advisers Act rules that apply

to registered investment advisers, but do not ap-

ply to unregistered investment advisers, includ-

ing Rule 206(4)-1, which sets certain require-

ments and prohibitions regarding advertising and

marketing activities of registered investment

advisers; Rule 206(4)-7, which requires regis-

tered investment advisers to establish written

policies and procedures, conduct annual compli-

ance reviews, and appoint a chief compliance of-
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ficer; Rule 204(b)-1, which requires registered

investment advisers that manage private funds to

file Form PF; and Rule 204-2 (the “Books and

Records Rule”), which requires registered invest-

ment advisers to make and preserve certain books

and records supporting their investment advisory

business. While registered investment advisers

advising on digital assets will need to consider

how each of these rules applies to their activities

with respect to digital assets, they should note

that the Division of Exams stated in the Digital

Asset Securities Risk Alert that it will review

whether investment advisers are making and

keeping accurate books and records, including

recording trading activity in accordance with the

Books and Records Rule.41 In this regard, invest-

ment advisers would need to consider the reli-

ability and consistency of digital asset trading

platforms when it comes to order execution,

settlement methods, and post-trade recordation

and notification.42 Finally, although the SEC may

not have adopted Advisers Act rules which re-

quire formal policies and procedures around

specific topics such as valuation, business conti-

nuity, and cybersecurity, the SEC does expect

registered investment advisers to address these

topics as part of their compliance programs.43 It

therefore would make sense for all firms, includ-

ing those that are not registered with the SEC, to

consider how their digital asset trading activities

fit into their policies and procedures.

CFTC/NFA

BACKGROUND

Section 1a(11) of the CEA defines a “commod-

ity pool operator” as any person engaged in a

business that is in the nature of a commodity

pool, investment trust, syndicate, or similar form

of enterprise, and who, in connection therewith,

solicits, accepts, or receives from others funds,

securities or property, whether directly or through

capital contributions, the sale of securities, or

otherwise, for the purpose of trading in commod-

ity interests.44 Section 1a(12) defines a “commod-

ity trading advisor” as any person who, for com-

pensation or profit, engages in the business of

advising others as to the value of or the advis-

ability of trading in commodity interests. Section

4m(1) generally requires each person who meets

the commodity pool operator (“CPO”) or com-

modity trading advisor (“CTA”) definition to reg-

ister as such with the CFTC, absent the avail-

ability of an exemption from registration or an

exclusion from the definition.

Like an investment adviser, a CPO/CTA has a

fiduciary duty to its clients under the CEA and

the regulations thereunder. As with an investment

in any new product, a CPO/CTA will assess

threshold issues such as whether the investment

is authorized and how it fits within the overall

trading strategy or applicable investment guide-

lines, including the regulatory status of the prod-

uct, the adequacy of existing disclosure, and

whether the client or clients involved are “eligible

contract participants” and their status as U.S.

persons or Non-United States persons as such

terms are defined in the CEA and the regulations

thereunder.45 Given that this is an emerging asset

class, investments in digital assets may pose ad-

ditional issues, risks and concerns to be consid-

ered by an institutional asset manager beyond

those presented by investments in traditional as-

set classes.

The CFTC and the National Futures Associa-

tion (the “NFA”) do not have regulatory oversight

with respect to the digital asset spot market, but
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they do regulate the activities and operations of

CPOs and CTAs.46 As such, an institutional asset

manager which is registered as a CPO/CTA and

an NFA member seeking to invest client funds in

digital assets must consider applicable provisions

of the CEA and the rules and regulations thereun-

der, including interpretations and other guidance

issued by the CFTC, its staff and NFA.47

CFTC

The CFTC has adopted the Part 4 Rules (the

“Part 4 Rules”) to govern the activities and opera-

tions of CPOs and CTAs. The Part 4 Rules imple-

ment the statutory authority granted to the CFTC

under the CEA and provide exemptions from

registration and definitional exclusions for CPOs

and CTAs. The Part 4 Rules also establish a

detailed framework of customer protection,

disclosure, reporting (including regulatory re-

porting), and book and recordkeeping require-

ments for CPOs and CTAs.48 In particular, Rule

4.20(b) requires that all funds, securities or other

property received by a CPO from an existing or

prospective pool participant for the purchase of

an interest in a pool that it operates or that it

intends to operate be received in the pool’s name

and Rule 4.20(c) prohibits a CPO from com-

mingling the property of any pool that it operates

or that it intends to operate with the property of

any other person. In a similar vein, Rule 4.30

generally prohibits a CTA from soliciting, accept-

ing or receiving from an existing or prospective

client funds, securities or other property in the

CTA’s name (or extending credit in lieu thereof)

to purchase, margin, guarantee or secure any

commodity interest of the client. The CFTC’s

Part 4 Rules, however, do not impose a specific

requirement that client assets be custodied with a

qualified custodian in a manner analogous to the

Custody Rule.

NFA

NFA has adopted an Interpretive Notice in

which they interpret a member CPO’s supervi-

sory obligations under NFA Rule 2-9 (and corre-

sponding CFTC Rule 166.3) to include develop-

ing an adequate internal controls system in order

to safeguard investor funds.49 In this regard, each

CPO member is required to implement an internal

controls system that is designed to deter fraudu-

lent activity by employees, management and

third-parties to address the safety of investor

funds and provide reasonable assurance that a

CPO’s pool financial reports are reliable and that

the member is in compliance with applicable

CFTC and NFA requirements. Among other

things, this Interpretive Notice requires a CPO to

implement controls with respect to verification

that the CPO is valuing pool investments in ac-

cordance with its valuation policies, ongoing due

diligence of counterparties and third-party de-

positories that includes reviewing their reputa-

tion and regulatory history, and ongoing monitor-

ing of the risks associated with investments held

at third-parties utilized by the pool(s), including

market risk and credit risks. These internal con-

trols and related procedures must be documented.

Among other things, the foregoing contem-

plates that an NFA CPO member will adopt and

implement written policies and procedures rea-

sonably designed to assure the CPO’s operations

are compliant with applicable NFA rules and

CFTC regulations. These policies and procedures

need to explain those aspects of the CPO’s inter-

nal control framework that are designed to ad-

dress the safety of pool assets and deter misstate-
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ments in the CPO’s pool financial reports. In that

connection, senior management is expected to be

involved in the approval, communication, and

enforcement of such policies and procedures.50

It is likely to be more difficult for CPOs to

comply with these requirements in the context of

investments in digital assets. This is due to a

number of factors, including the difficulty in-

volved in identifying the smaller number of

banks or other financial institutions that are will-

ing to provide bank accounts and related services

with respect to digital assets relative to conven-

tional asset classes, the lack of qualified third-

party custodians available for the myriad types of

potential investments in digital assets, the largely

unregulated status of cryptocurrency trading

platforms, custodians, and other intermediaries

and the increased use of applications of distrib-

uted ledger networks, including vulnerabilities

relating to participating in decentralized finance

(“DeFi”) transactions through such networks that

provide for peer-to-peer financial services using

smart contracts and other technology. Smart

contracts are essential to many decentralized

finance activities, and such activities are subject

to additional risks related to the development and

deployment of smart contracts.51

NFA previously adopted an Interpretive No-

tice on Disclosure Requirements for Members

Engaging in Virtual Currency Activities.52 For

this purpose, the term “Virtual Currency” is not

defined, but NFA views the requirements broadly

to apply to any form of virtual currency, crypto-

currency, or digital asset coin or token, even if it

is called a different name. The section of the

Interpretive Notice applicable to CPO and CTA

members requires that they provide pool partici-

pants and managed account clients with disclo-

sures related to (i) their activities in spot market

virtual currencies, (ii) their activities in virtual

currency derivatives, and (iii) NFA’s lack of

regulatory oversight of the virtual currency spot

market.

Spot Virtual Currency Transactions
in a Pool or Managed Account
Program

This Interpretive Notice identifies a number of

areas that CPOs and CTAs should address (if ap-

plicable) in their disclosure documents, offering

documents and promotional materials when

engaging in underlying or spot virtual currency

transactions in a pool or managed account pro-

gram (i.e., unique features of virtual currencies,

price volatility, valuation and liquidity, cyberse-

curity, opaque spot market, virtual currency ex-

changes, intermediaries and custodians, regula-

tory landscape, technology, and transaction fees).

While NFA has not prescribed standardized

disclosure language for this purpose, CPOs and

CTAs are expected to customize their documents

to address the unique risks related to their partic-

ular activities, including any other applicable

risks not mentioned.

This Interpretive Notice also requires any CPO

or CTA member that operates a pool, exempt pool

or trading program that trades spot market virtual

currencies to include a standardized disclosure

addressing the limits of NFA’s oversight and

informing investors that, given certain character-

istics of these products (e.g., lack of centralized

pricing source and opaqueness of market), there

currently is no sound or acceptable practice that

NFA can use to verify the ownership and control

of underlying/spot virtual currencies.

Futures and Derivatives Law Report March 2022 | Volume 42 | Issue 3

9K 2022 Thomson Reuters



Virtual Currency Derivative
Transactions in a Pool or Managed
Account Program

NFA has not prescribed standardized disclo-

sure language for this purpose, but CPO and CTA

members engaging in virtual currency derivative

transactions in a pool, exempt pool or managed

account program must address the unique fea-

tures of virtual currency derivatives in their

disclosure documents, offering documents and

promotional materials. NFA cites as examples

price volatility, potential increases in initial

margin for long positions, potential FCM restric-

tions on customer trading activity, and the poten-

tial impact of designated contract market trading

halts.

Any Other Activities in Underlying or
Spot Virtual Currencies

Because a CPO or CTA member may also

engage in spot virtual currency transactions with

customers or counterparties other than through a

pool, exempt pool, or managed account program,

the Interpretive Notice also requires the same

standardized disclosure required of an FCM or

introducing broker member that specifies that

NFA does not have regulatory oversight author-

ity over underlying spot or virtual currency

products or transactions or virtual currency ex-

changes, custodians or markets. CPO and CTA

members must provide this disclosure to custom-

ers and counterparties and display it in any

promotional materials for any spot market virtual

currency activities (other than as an investment

in a pool, exempt pool, or managed account

program) engaged in by the CPO or CTA

member.

The Interpretive Notice states further that fail-

ure to follow the disclosure guidelines set forth

therein may be deemed conduct inconsistent with

a member’s obligations under NFA Compliance

Rule 2-4 to observe high standards of commercial

honor and just and equitable principles of trade,

as well as violations of NFA Compliance Rule

2-29 regarding communications with the public

and promotional material. Thus, to the extent that

NFA member CPOs or CTAs intend to engage in

virtual currency activities, they are expected to

review their disclosure documents, offering

documents, advisory agreements, and promo-

tional materials to ensure that they are compliant

with these guidelines.

NFA staff held a webinar providing some ad-

ditional guidance in connection with the ef-

fectiveness of the Interpretive Notice.53 NFA staff

explained that they view the Interpretive Notice

as a principles-based requirement to provide

disclosures tailored to the member’s specific

activities. NFA staff explained further that the

disclosure requirements apply to pools relying on

an exemption under CFTC Rules 4.7, 4.12 and

4.13(a)(3), as well as members relying on CFTC

Letter No. 12-38 with respect to funds of funds,

but do not apply to pools relying on the exclu-

sions set forth in CFTC Rule 4.5, such as for a

qualifying registered investment company. As a

consequence, if a CPO is or becomes aware that

one of its pools is indirectly investing in one or

more virtual currency products through a fund of

funds structure, the CPO should provide the

disclosures tailored to these circumstances, even

if the exposure is not material.

Additionally, NFA members must complete an

Annual Questionnaire on an annual basis and

update it during the year to reflect significant

changes in business activities. For example, a

member CPO or CTA that executes a transaction
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involving a virtual currency or virtual currency

derivative is expected to notify NFA by amend-

ing the firm-level section of its Annual

Questionnaire. This is an ongoing obligation.54

NFA also may reach out to individual member

firms to request information about their activities

in this emerging asset class.

Also, in a separate Notice to CPO Members,

several years ago NFA included two additional

questions regarding virtual currency activities to

the annual pool financial statement cover page

which became effective for annual pool financial

statements as of October 31, 2017 or later. Thus,

they became applicable to annual financial state-

ments for pools whose fiscal year end was the end

of 2017.55

NFA has also added questions regarding Vir-

tual Currency to the Self-Examination

Questionnaire. In this regard, both the Supple-

mental Questionnaire for CPOs and the Supple-

mental Questionnaire for CTAs include such

questions.56

CPOs and CTAs who are not NFA members

such as CPOs that are exempt from registration

because they solely operate Rule 4.13(a)(3)

exempt pools or funds of funds pursuant to CFTC

Letter No. 12-38 are not subject to these

requirements. However, they may wish to con-

sider the disclosure guidelines set forth in the

Interpretive Notice on Disclosure Requirements

for Members Engaging in Virtual Currency Ac-

tivities as a basis for their own risk disclosures.

CONCLUSION

Digital assets are a complex and emerging as-

set class and the evolving legal and regulatory

framework further complicates the issues con-

fronting asset managers as they seek exposure to

crypto for their investors. Asset managers and

their counsel will therefore need to stay abreast

of ongoing developments in this area to be able

to navigate these issues and to comply with ap-

plicable laws, rules and regulations. Given that

we are not likely to see a definitive resolution of

these issues in the near future, this will be an area

of continuing focus.
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