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Court's Ruling on ChoicePoint's Motion to 
Dismiss Highlights Importance of Access Logs 
and Addresses Coverage of the Fair Credit 
Reporting Act 
 

A recent U.S. district court ruling in the class action case involving 
ChoicePoint Inc. illustrates the importance of regularly maintaining 
usage logs as part of an information security program. The ruling also 
addresses the applicability of the Fair Credit Reporting Act ("FCRA") to 
ChoicePoint's activities.  See Harrington v. ChoicePoint Inc., No. CV 
05-1294 (C.D.Cal. Sept. 13, 2005) (ruling on motion to dismiss), 
which relates to a 2004 incident in which alleged identity thieves 
accessed certain personal consumer data held by ChoicePoint. 

The court's ruling illustrates the importance of contemporaneous 
system logs in establishing the extent and nature of liability for a 
security breach.  For example, ChoicePoint sought to dismiss certain 
claims on the grounds that personal information of five of the six 
named plaintiffs had not actually been accessed by the alleged identity 
thieves. However, the court rejected ChoicePoint's assertions because 
ChoicePoint did not provide system logs that it said would prove its 
defense.  It is unclear if ChoicePoint's omission resulted from an 
oversight or if the necessary evidence is not available, and the court 
has given ChoicePoint leave to submit additional information. If 
ChoicePoint can provide access logs to prove that information about 
these individuals was not accessed, these claims may be dismissed. 

Similarly, another of the claims was based on the California statute on 
the invasion of privacy (Cal. Civil Code § 1798.53), which applies only 
when non-public information maintained by a California or federal  
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government agency was disclosed.  ChoicePoint asserted that all the information which was 
disclosed was publicly available and therefore the claim under the statutue should be 
dismissed.  However, the court rejected ChoicePoint's motion because ChoicePoint's assertion 
addressed the information that it currently maintains, not what it maintained last year, at the 
time of the security breach.  However, the court gave ChoicePoint leave to submit additional 
evidence, such as contemporaneous system logs, to prove the relevant point.   

The court's insistence on receiving detailed evidence to support ChoicePoint's assertions 
illustrates one of the primary difficulties that may result from a security breach – an inability to 
determine exactly what happened and to what extent the system failed.  In addition to showing 
who has been affected by a security breach, logs can establish exactly what type of information 
has been accessed. Without this information it may be impossible to establish certain defenses 
to legal liability. 

For this reason, one of the security "best practices" which has been urged for some time is the 
maintenance of logs recording access to, use and operation of information systems. Such logs 
can also be invaluable as a sort of "black box" to understand and later correct the weaknesses 
that allowed the security breach to occur. Without accurate logs, one is left flying in the dark as 
to how the breach occurred, what information was accessed and how to repair the system.   
Further information regarding this and other best practices may be found on our Information 
Security web page. 

With respect to FCRA, the court focused on whether ChoicePoint was in fact acting as a 
consumer reporting agency ("CRA") subject to the Act.  ChoicePoint sought dismissal of the 
claims under FCRA on the grounds that its subscriber agreement provided that its data was not 
to be used "for consumer credit purposes ... or for any other purpose(s) covered by FCRA or 
similar state statute."  To the contrary, however, the court pointed out that the alleged identity 
thieves represented to ChoicePoint, in the applicable subscriber agreements, that ChoicePoint's 
data would be used for credit application or collection activity, both of which are covered by 
FCRA.  The court found that, in these circumstances, "once the fraudsters indicated they 
intended to use the information for FCRA purposes, it does not matter that in another part of 
the agreement they promised not to do it.  ChoicePoint should have expected the information 
might be so used.  Deciding otherwise would allow ChoicePoint to contract around FCRA 
liability." 

The complex issues surrounding the potential liability of ChoicePoint are likely to occupy the 
courts for some time. This initial ruling on a motion to dismiss is not dispositive of the claims 
or ChoicePoint’s potential defenses. However, an important lesson is already apparent – in this 
case, that the maintenance of accurate logs establishing which records were accessed could 
prove to be of great significance in determining legal liability, if any, for the breach. 
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For more information regarding these and related issues, please feel free to contact any of the Fried Frank 

attorneys listed below: 

Washington, DC  
Thomas P. Vartanian 
202.639.7200 

Robert H. Ledig 
202.639.7016 

David L. Ansell 
202.639.7011 

Mark Fajfar 
202.639.7333 
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