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Survey of Selected Information Security Breach 
Claims, Regulatory Actions and Litigation 
 

The legal exposure of parties involved in information security 
breaches is a topic of increasing significance in light of the 
recent proliferation of such breaches. 

The attached survey chart highlights the range of legal actions that 
have, over the past few years, ensued from information security 
breaches, which we define for this purpose as instances where 
confidential information was obtained or released in an unauthorized 
manner, whether through technical hacking of a database, accidental 
disclosure, or other improper means.   

This chart highlights the wide range of circumstances that can result 
in an information security breach, and the significant financial liability 
that can result under a range of legal theories. 

continued on page 2
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Bank Regulatory Agencies 
Financial 

Institution 
Citation Nature of Breach 

Alleged 
Basis for Claim(s) Outcome 

James Earl 
Smith and 
Vicki Boutilier,  
former 
employees  of 
Grand Valley 
National Bank 

OCC 
Enforcement 
Action No. 
2003-20 
(April 7, 
2003) 

Smith and Boutilier 
allegedly copied and e-
mailed 2,300 customer 
loan files to a third party 
over an unsecured 
internet connection.  
According to the OCC, 
Smith and Boutilier 
planned to use the files in 
future employment.  
Shortly after the electronic 
transfer of the loan files 
was made, it was detected 
by the Bank. 

Theft of Trade Secrets in 
violation of Colorado 
statute. 

Violations of  OCC 
consumer financial 
information privacy 
regulation, 12 C.F.R. 
Part 40, unsafe and 
unsound banking 
practices, and breach of 
fiduciary duty of loyalty 
to the bank. 

Stipulation and consent 
orders requiring 
payment of civil money 
penalties of $20,000 and 
$10,000, respectively, a 
permanent removal from 
banking, and disclosure 
of action to any future 
employer involved in 
transfer of nonpublic 
personal information for 
insured depository 
institutions.   

Goleta National 
Bank & ACE 
Cash Express 

OCC 
Enforcement 
Action No. 
2002-93 (Oct. 
28, 2002) 

ACE was a third-party 
service provider for Goleta 
in the origination, 
servicing, and collection 
of payday loans booked 
by the bank.  ACE failed to 
safeguard customer loan 
files that were discarded 
in a trash dumpster and 
otherwise mismanaged 
loan files.  Goleta failed to 
manage its relationship 
with ACE in a safe and 
sound manner.  The OCC 
was prepared to allege 
that the improper disposal 
of loan files resulted in 
violations of laws and 
regulations.   

Goleta violated the Equal 
Credit Opportunity Act 
and Truth in Lending 
Act, safety and 
soundness standards 
and standards pursuant 
to the Gramm-Leach-
Bliley Act for 
safeguarding customer 
information. 

ACE contributed to 
violations of the Equal 
Credit Opportunity Act 
and Truth in Lending 
Act. 

Cease and desist order 
and consent requiring: 

Goleta to pay civil money 
penalty of $75,000, 
review ACE’s loan files 
and notify customers of 
loss of nonpublic 
personal information; 

ACE to pay civil money 
penalty of $250,000, 
terminate payday lending 
activities through Goleta, 
seek OCC approval to 
provide services to any 
national bank, and fully 
indemnify Goleta for 
third party claims. 
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Federal Trade Commission 
Company Citation Nature of Breach 

Alleged 
Basis for Claim(s) Outcome 

Vision I 
Properties, 
LLC, d/b/a 
CartManager 
International 

FTC File No. 
042-3068 

(Mar. 10, 
2005) 

CartManager provides 
shopping cart software to 
online merchants.  
CartManager collected 
and rented personal 
information of nearly one 
million consumers 
without informing 
consumers or merchants, 
and knowing that its 
actions were contrary to 
some merchants’ privacy 
policies, which pledged 
not to “sell, trade or lend 
any information on our 
customers or visitors to 
anyone.” 

CartManager caused 
substantial injury to 
consumers constituting 
an unfair or deceptive 
act or practice in 
violation of § 5(a) of the 
Federal Trade 
Commission (FTC) Act. 

Consent agreement 
requiring CartManager 
to: 

disgorge $9,100 from 
proceeds of sales of 
personal information; 

not disclose previously 
collected personal 
information;  

post conspicuous 
disclosure to consumers 
regarding use of 
personal information;  

not misrepresent use of 
personal information; 
and  

maintain records to 
allow FTC to monitor 
compliance. 

Petco Animal 
Supplies, Inc. 

FTC File No. 
032-3221; 
Docket No. C-
4133 

(Nov. 17, 
2004) 

Petco failed to take 
reasonable measures to 
prevent commonly known 
hacker attacks on its Web 
site, permitting hackers to 
access consumer records, 
including credit card 
numbers, which were 
stored in unencrypted 
format.  However, its Web 
site claimed “our server is 
completely safe,” “your 
personal information is 
strictly shielded,” and “no 
one except you can 
access it.” 

Deceptive claims about 
the security of Web site 
constituting an unfair or 
deceptive act or practice 
in violation of § 5(a) of 
the FTC Act. 

Consent agreement 
requiring Petco to: 

implement 
comprehensive 
information security 
program;  

not misrepresent extent 
of information security; 
and  

conduct biennial 
independent audits of 
security program. 
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Federal Trade Commission 
Company Citation Nature of Breach 

Alleged 
Basis for Claim(s) Outcome 

MTS, Inc., 
d/b/a Tower 
Records-
Books-Video 
and Tower 
Direct, LLC, 
d/b/a 
Towerrecords.
com  

FTC File No. 
032-3209; 
Docket No. C-
4110 

(April 21, 
2004) 

Tower Records’ redesign 
of its Web site introduced 
a security vulnerability 
which allowed users to 
access, order history 
records and view certain 
personal information 
about other consumers.  
This vulnerability could 
have been prevented, but 
Tower failed to implement 
controls in redesigning its 
Web site, did not have 
policies to test its Web 
site security and did not 
properly train and 
supervise employees.  
However, its Web site 
claimed state-of-the-art 
safeguards of personal 
information, to which 
“you and only you have 
access.” 

False privacy policy 
claims constituting an 
unfair or deceptive act or 
practice in violation of § 
5(a) of the FTC Act. 

Consent agreement 
requiring Tower to: 

implement 
comprehensive 
information security 
program;  

not misrepresent extent 
of information security; 
and  

conduct biennial 
independent audits of 
security program. 

Guess?, Inc. & 
Guess.com, 
Inc. 

FTC File No. 
022-3260; 
Docket No. C-
4091  

(June 18, 
2003) 

Guess did not use 
reasonable measures to 
prevent consumer 
information from being 
accessed at its Web site, 
and a visitor was able to 
read credit card numbers 
stored in clear text in 
Guess’ database.  
However, its Web site 
claimed personal 
information was stored in 
encrypted format. 

False security claims 
constituting an unfair or 
deceptive act or practice 
in violation of § 5(a) of 
the FTC Act. 

Consent agreement 
requiring Guess to: 

implement 
comprehensive 
information security 
program;  

not misrepresent extent 
of information security; 
and  

conduct biennial 
independent audits of 
security program. 
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Federal Trade Commission 
Company Citation Nature of Breach 

Alleged 
Basis for Claim(s) Outcome 

Eli Lilly and Co. FTC File No. 
021-3214; 
Docket No. C-
4047  

(Jan. 18, 
2002) 

Lilly failed to maintain 
appropriate internal 
measures to protect 
consumer information, 
which led to e-mail 
message about 
prescription drug use 
being sent to over 600 
people in a manner that 
revealed all their e-mail 
addresses.  Lilly did not 
appropriately train and 
supervise employees or 
have checks and controls 
in place.  Employee 
sending the message had 
no experience with the 
program used.  However, 
its Web site claimed Lilly 
“respects the privacy of 
visitors to its Web sites.” 

False privacy policy 
claims constituties an 
unfair or deceptive act or 
practice in violation of § 
5(a) of the FTC Act. 

Consent agreement 
requiring Lilly to: 

implement four stage 
information security 
program;  

not misrepresent extent 
of information security; 
and  

conduct annual 
compliance reviews of 
security program. 

ReverseAuction.
com, Inc. 

FTC File No. 
002-3046  

(Jan. 6, 2000) 

ReverseAuction.com 
registered as a user of 
Ebay and harvested from 
its Web site personal 
information regarding 
other Ebay users.  
ReverseAuction.com then 
sent spam e-mail to Ebay 
users, which appeared to 
be authorized by Ebay. 

Unfair or deceptive acts 
or practices in violation 
of § 5(a) of the FTC Act. 

Consent agreement 
requiring 
ReverseAuction.com to 
delete personal 
information obtained 
from Ebay and provide 
persons who registered 
in response to the spam 
e-mail notice of the FTC 
action and an 
opportunity to cancel 
registration. 
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State Actions 
Company Citation Nature of Breach 

Alleged 
Basis for Claim(s) Outcome 

ACLU Office of the 
New York 
State Attorney 
General, State 
Settles Online 
Privacy Case 
(Press 
Release Jan. 
14, 2003) 

Privacy breach caused by 
a third party vendor 
serving as a host for the 
ACLU Web site rendered 
consumers’ personal 
information accessible 
through the Web site 
search mechanism during 
a three month period.   

“My office is committed 
to making sure that all 
organizations operating 
a website have a strong 
online privacy policy and 
strictly adhere to that 
policy.”  New York State 
Attorney General. 

Settlement requiring 
ACLU to pay a $10,000 
fine, strengthen internal 
security standards, 
supervise and train 
employees and undergo 
independent, annual 
reviews of compliance. 

Ziff Davis 
Media Inc. 

In the Matter 
of Ziff Davis 
Media Inc., 
Assurance  
of Discon-
tinuance (Aug. 
28, 2002) 

Insufficient privacy 
controls allowed a 
computer file of 
subscription orders to be 
accessed by anyone 
surfing the Internet and 
exposed personal data, 
such as credit card 
information.  However, 
the Ziff Davis privacy 
policy promised 
reasonable security. 

Violations of New York 
General Business Law 
§§ 349, 350, New York 
Executive Law § 63(12), 
California Business and 
Professions Code 
§ 17200, and Vermont 
Statutes Chap. 9 § 2451, 
each of which prohibit 
deceptive business 
practices and false 
advertising. 

Multi-state settlement 
requiring Ziff-Davis to 
pay $100,000 to the 
states and $500 to each 
of about 50 U.S. 
consumers whose credit 
card information was 
exposed, encrypt data 
and control file access, 
implement an 
information security 
program and supervise 
and train employees. 

Eli Lilly & Co. Office of the 
New York State 
Attorney 
General, Major 
Pharmaceutical 
Company 
Agrees to New 
Safeguards for 
Consumer Data 
(Press Release 
July  25, 2002)

See above, description of 
FTC File No. 021-3214; 
Docket No. C-4047 (Jan. 
18, 2002). 

“A company should 
fulfill its commitment to 
consumer privacy by 
using the same 
safeguards that 
responsible companies 
use to protect their other 
valuable information 
assets.”  New York State 
Attorney General. 

Multi-state settlement 
requiring Lilly to pay 
$160,000 to states 
involved, strengthen 
internal security 
standards, perform 
automated checks for 
access to consumer 
information and undergo 
independent, annual 
reviews of compliance. 
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Private Actions 
Company Citation Nature of Breach 

Alleged 
Basis for Claim(s) Outcome 

American 
Federation of 
State, County, 
and Municipal 
Employees, 
AFL-CIO 

Bell v. 
Michigan 
Council 25 of 
the AFSCME 
(LC No. 01-
107819-NO, 
Mich. Ct. App. 
Feb. 15, 2005) 

Union permitted employee 
to bring home files 
containing personal 
information of union 
members.  Employee’s 
daughter stole 
information from files and 
used it in an identity theft 
scheme.   

Negligence in not 
safeguarding personnel 
information.  Because of 
special relationship, the 
defendant had a legal 
duty to protect plaintiffs 
from identity theft by 
securing confidential 
information. 

Jury award of $275,000 
in favor of the plaintiffs, 
affirmed by appeals 
court. 

Dartmouth-
Hitchcock 
Medical 
Center, 
Trustees of 
Dartmouth 
College, and 
the Hitchcock 
Clinic, Inc. 

 

 

Jane Doe v. 
Dartmouth-
Hitchcock 
Medical 
Center, 
Trustees of 
Dartmouth 
College, and 
the Hitchcock 
Clinic, Inc., 
C.A. No. 00-
100-M (D. 
New 
Hampshire 
July 19, 2001) 

Dartmouth-Hitchcock 
operates the Mary 
Hitchcock Memorial 
Hospital.  Doctor 
employed by hospital who 
had authorization to 
access medical records 
on a “professional need-
to-know” basis accessed 
the medical records of 
Doe, who she knew 
socially and who she 
knew was a hospital 
patient.   

Violations of the 
Computer Fraud and 
Abuse Act, 18 U.S.C. § 
1030 (CFAA) and state 
law claims. 

Motion for summary 
judgment granted; Doe 
cannot maintain a 
private right of action 
against defendants 
under § 1030(g), other 
state law claims 
dismissed without 
prejudice and may be 
filed in state court.  
(Court found that 
Dartmouth-Hitchcock 
was intended to be a 
protected party under 
the CFAA.) 

Explorica, Inc.  

 

EF Cultural 
Travel BV v. 
Explorica, Inc., 
274 F. 3d 577 
(1st Cir. 2001) 

EF Cultural 
Travel BV v. 
Zefer Corp., 
No. 01-2001 
(1st Cir. Jan. 
28, 2003)  

Explorica hired Zefer to 
use a “scraper tool” to 
collect pricing information 
from the Web site of EF 
Cultural Travel, one of its 
competitors.  Such access 
to EF’s site violated a 
confidentiality agreement 
between EF and personnel 
of Explorica.    

Exceeded authorized 
access to Web site in 
violation of the CFAA.   

District court granted 
motion for preliminary 
injunction prohibiting 
Explorica from 
“scraping” EF’s site, and 
prohibiting Zefer (or any 
third party) from aiding 
Explorica in doing so.  
First Circuit upheld. 
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Federal Criminal Actions 
Defendant Citation Nature of Breach 

Alleged 
Basis for Claim(s) Outcome 

Philip 
Cummings 

United States 
v. Philip 
Cummings, 
No. 02 MAG 
2354 
(S.D.N.Y.) 
(Sentenced 
Jan. 11, 2005) 

When Cummings left his 
job with Teledata 
Communications, Inc., he 
took user names and 
passwords to access 
credit reports at the three 
national consumer 
reporting agencies.  He 
used the passwords to 
obtain personal 
information that enabled 
him and others to deplete 
bank accounts, order 
checks, order new credit 
cards, and change 
account addresses. 

18 U.S.C. §§ 1343 
(conspiracy to commit 
wire fraud), 371 
(conspiracy to commit 
an offense against the 
U.S.), and 2 (acts as 
principal in an offense 
against the U.S.). 

Guilty plea; sentenced to 
14 years imprisonment, 
forfeiture of $1 million, 
and payment of 
restitution to victims. 

 

Aleksey 
Vladimirovich 
Ivanov 

United States 
v. Aleksey 
Vladimirovich 
Ivanov, Crim. 
No. 
3:00CR00183 
(AWT) (D. 
Conn. Dec. 6, 
2001) 

Ivanov, a resident of 
Russia, hacked into the 
computer system of 
Online Information 
Bureau, Inc. (“OIB”), an e-
commerce business 
which hosts Web sites 
and processes credit card 
transactions. Ivanov 
obtained key passwords 
to control OIB’s entire 
network and threatened to 
destroy the system unless 
OIB paid Ivanov 
approximately $10,000.  
Ivanov remained 
physically present in 
Russia at all relevant 
times.   

CFAA (fraudulent activity 
connected with 
computers), Hobbs Act, 
18 U.S.C. § 1951 
(interference with 
commerce by threat or 
violence), Access Device 
Statute, 18 U.S.C. § 
1029 
(producing/trafficking in 
counterfeit access 
device). 

Sentenced to 48 months 
imprisonment, with 
credit for time served 
and supervised release 
for three years. 

Richard W. 
Czubinski 

United States 
v. Richard W. 
Czubinski, No. 
96-1317 (1st 
Cir. Feb. 21 
1997)  

As an IRS Contact 
Representative, Czubinski 
responded to taxpayer 
questions and accessed 
IRS computer systems.  
Czubinski used a valid 
password to conduct 
unauthorized searches 
and “observ[ed] the 
confidential information 
he accessed” in knowing 
disregard of IRS policy, 
which states that 
employees are not 
permitted to access files 
outside of the course of 
their official duties. 

CFAA and 18 U.S.C. §§ 
1343, 1346 (conspiracy 
to commit wire fraud). 

District court denied 
motion for acquittal.  
First Circuit held that the 
district court’s decision 
was in error and 
reversed defendant’s 
conviction on all counts.  
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For more information regarding these and related issues, please feel free to contact any of the Fried Frank 

attorneys listed below: 

Washington, DC  
Thomas P. Vartanian 
202.639.7200 

Mark Fajfar 
202.639.7333 

Robert H. Ledig 
202.639.7016 

David L. Ansell 
202.639.7011 
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