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The Emerging Legal and Regulatory 
Framework For An Expanding Virtual Currency 
Industry 

The financial services industry is undergoing rapid technological change in meeting and anticipating 

business opportunities and needs, consumer demands and expectations, and demographic trends. One of 

the most important new technologies is virtual currency ("VC"), which, beginning with Bitcoin in 2008, has 

quickly exploded into an emerging financial ecosystem composed of an increasing variety of currencies not 

backed by any government, tokens, and peer-to-peer payment systems networks. VCs and the blockchain 

ledger technology underlying them create new possibilities for peer-to-peer payment systems, money 

transmission, mobile payment systems, smart contracts, and many other innovations and applications, with 

the potential to benefit not only purchasers and sellers of VC, but also investors in VC business activity, and 

perhaps more significantly, consumers.  VC businesses and VCs themselves have achieved considerable 

market penetration.  Transactions in Bitcoin alone exceed $2 billion per day in volume,1 and many payment 

systems providers, such as PayPal, accept VC payments.2 

However, the advent of VCs has also brought significant concerns from, among others, governments, 

regulators, and law enforcement authorities, regarding potentially illegal activities related to the use of these 

currencies. This regulatory focus has centered on how VC related businesses and activities generally fit 

within the framework of established financial services laws – primarily banking, securities, commodities, 

money transmission, anti-money laundering, broker-dealer, cybersecurity, lending, and commercial laws. In 

this light, the growing legal and regulatory challenges seem clear – balancing an approach that fosters 

responsible development of innovative technology that spurs potentially significant benefits with an effective 

legal and regulatory framework that addresses consumer protection, allows businesses to grow and 

innovate, and protects the financial system as a whole.   

This memorandum highlights ten recent legal and regulatory developments in the emerging VC legal and 

regulatory framework that are significant for industry participants, investors, and regulators. 

                                                      

1  Kyle Torpey, Bitcoin Now Processes $2 Billion Worth of Transactions Per Day, a 10x Increase In 2017, FORBES 

(Nov. 20, 2017). 

2  Pete Rizzo, PayPal Announces First Partnerships in Bitcoin Space, COINDESK (Sept. 23, 2014).  In fact, PayPal 

has applied for patents for VC technology itself.  See Nikhilesh De, PayPal Is Seeking Faster Crypto Payments 

Tech, COINDESK (Mar. 5, 2018).  

http://www.friedfrank.com/
http://www.friedfrank.com/
https://www.forbes.com/sites/ktorpey/2017/11/20/bitcoin-now-processes-2-billion-worth-of-transactions-per-day-a-10x-increase-in-2017/#5e8be1502fba
https://www.coindesk.com/paypal-announces-first-partnerships-bitcoin-space/
https://www.coindesk.com/paypal-eyes-instant-crypto-payments-tech/
https://www.coindesk.com/paypal-eyes-instant-crypto-payments-tech/
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VCs are commodities, subject to certain commodities laws within the CFTC’s jurisdiction. 

The CFTC has asserted that Bitcoin and other VCs are commodities since 2015.3  However, it is only 

within the last few months that the first court in the United States issued an opinion confirming the CFTC’s 

position.4  In CFTC v. McDonnell et. al, a VC business claimed that the CFTC did not have the right to 

assert jurisdiction because the business was not engaged in the sale of commodity derivatives.  The court 

held that VCs are commodities, and pointed out that the CEA allows the CFTC jurisdiction over spot sales 

of commodities – not only over derivatives referencing commodities – in cases of fraud or manipulation.5  

VC exchangers and administrators are subject to FinCEN BSA/AML requirements. 

FinCEN issued guidance in March 2013 that explicitly provided that exchangers and administrators of VC 

are subject to BSA/AML requirements, but that users of VC are not.6  FinCEN recently confirmed this 

position in a letter to Senator Ron Wyden, in which it summarized certain requirements that apply to VC 

businesses, including registering with FinCEN as money services businesses, preparing and 

implementing written AML compliance programs, filing BSA reports (including suspicious activity and 

currency transaction reports), keeping certain records, and obtaining customer identification information.7  

FinCEN also stressed that it would work with other regulators, such as the SEC and the CFTC, to ensure 

that entities subject to those agencies’ regulatory regimes comply with the BSA requirements that apply to 

them. 

VC businesses are often subject to state money transmitter laws. 

Although FinCEN registers and regulates money services businesses, states have long been the primary 

regulators of money transmitters.8  However, while most states have some regulation in place for money 

transmitters and other money services providers, state practices vary considerably with respect to the 

breadth of regulation but also, importantly, on the definition of which entities are subject to regulation in 

the first place.9  Therefore, VC businesses, which by their nature operate without regard to state (and 

often national) boundaries, likely need to consult each state’s money transmitter laws to determine their 

licensing and compliance requirements. 

                                                      

3  In the Matter of Coinflip, Inc., d/b/a Derivabit, and Francisco Riordan, CFTC Docket No. 15-29 (CFTC Sept. 17, 

2015).  

4  CFTC v. Patrick K. McDonnell and CabbageTech Corp. d/b/a Coin Drop Markets, 18-CV-361, 2018 U.S. Dist. 

LEXIS 36854 (Mar. 6, 2018). 

5  Id.; see 7 U.S.C. § 9(1). 

6  Fin. Crimes Enforcement Network ("FinCEN"), U.S. Dep't of the Treasury, FIN-2013-G001, Application of 

FinCEN’s Regulations to Persons Administering, Exchanging or Using Virtual Currencies (Mar. 18, 2013). Under 

this guidance, an “exchanger’ is a person engaged in the business of exchanging virtual currency for real 

currency, funds, or other virtual currency.  An “administrator” is a person engaged in the business of issuing and 

redeeming virtual currency. 

7  Drew Maloney, Assistant Sec’y for Legislative Affairs, FinCEN, Letter to Sen. Ron Wyden (Feb. 13, 2018). 

8  See Conference of State Bank Supervisors, The State of State Money Services Businesses Regulation & 

Supervision (May 2016). 

9  See, e.g., Ca. Fin Code §§ 2000 et seq., N.Y. Banking Law §§ 640 et seq., Tex. Fin. Code §§ 151.201 - 151.860.  

Only Montana does not regulate money transmitters.  See also Nat'l Money Transmitters Ass'n, State-by-State 

Regulation. 

http://www.cftc.gov/ucm/groups/public/@lrenforcementactions/documents/legalpleading/enfcoinfliprorder09172015.pdf
https://coincenter.org/files/2018-03/fincen-ico-letter-march-2018-coin-center.pdf
https://www.csbs.org/sites/default/files/2017-11/State%20of%20State%20MSB%20Regulation%20and%20Supervision%202.pdf
https://www.csbs.org/sites/default/files/2017-11/State%20of%20State%20MSB%20Regulation%20and%20Supervision%202.pdf
http://www.nmta.us/state-by-state-regulation
http://www.nmta.us/state-by-state-regulation


Fried Frank Client Memorandum 

3 

  

Some harmonization of state requirements is at least on the horizon.  The Conference of State Bank 

Supervisors (“CSBS”) issued a proposal called “Vision 2020” in which states would sign up to a voluntary 

compact to jointly license and examine money transmitters such that entities licensed in any of the states 

in the compact would be subject to the same requirements.10  Also, the Uniform Law Commission has 

produced and refined a Uniform Virtual Currency Businesses Act which, as of this writing, has been 

introduced in the legislatures of three states, but has not yet been enacted in any.11 

VC trading exchanges currently have options for charters or licenses and may have more options 

in the future. 

After receiving inquiries and engaging in an information gathering process, the New York Department of 

Financial Services (“NYDFS”) granted a charter to itBit Trust Company LLC (since then renamed Paxos)12 

under its authority to grant limited special-purpose trust company charters such that itBit could operate a 

digital Bitcoin exchange.13  Subsequently, the NYDFS refined its application process and regulatory 

requirements and offered the “BitLicense” under an integrated regulatory framework.  A number of VC 

businesses have received a BitLicense since 2015, including Circle and Coinbase.14 

At the federal level, the Office of the Comptroller of the Currency (“OCC”) has sought to exercise its 

authority to offer a fintech charter that would provide an alternative to state licensing for fintech 

companies, potentially including many or most VC businesses.15  The OCC has not yet issued its first 

fintech charter, however, amid lawsuits against it regarding the proposed fintech charter from both the 

NYDFS and the CSBS.16 

                                                      

10  See CSBS, State Regulators Take First Step to Standardize Licensing Practices for Fintech Payments (Feb. 6, 

2018).  See also V. Gerard Comizio and Nathan S. Brownback, State Regulators Take First Step to Standardize 

Money Services Licensing for Fintech Companies (Feb. 16, 2018). 

11  The three states are Connecticut, Hawaii, and Nebraska.  See Uniform Law Comm's, Legislation, Regulation of 

Virtual-Currency Businesses Act. 

12  Stan Higgins, ItBit Rebrands as Paxos Amid Blockchain Pivot, COINDESK (Sept. 14, 2016). 

13  N.Y. Dep’t of Fin. Servs., NYDFS Grants First Charter to a New York Virtual Currency Company (May 7, 2015).  

New York chartered a second virtual currency exchange, Gemini Trust Company, in 2015.  N.Y. Dep’t of Fin. 

Servs., NYDFS Grants Charter to “Gemini” Bitcoin Exchange Founded by Cameron and Tyler Winklevoss (Oct. 

5, 2015). 

14  N.Y. Dep’t of Fin. Servs., NYDFS Announces Approval of First BitLicense Application from a Virtual Currency 

Firm (Sept. 22, 2015); N.Y. Dep’t of Fin. Servs., DFS Grants Virtual Currency License to Coinbase, Inc. (Jan. 17, 

2017). 

15  Office of the Comptroller of the Currency, Exploring Special Purpose National Bank Charters for Fintech 

Companies (Dec. 2016). 

16  See, e.g., V. Gerard Comizio and Nathan S. Brownback, State Bank Regulators Challenge OCC’s Authority to 

Issue Fintech Charters Amid Continuing Litigation Against Federal Agencies on Financial Services Issues (May 

18, 2017). 

http://www.friedfrank.com/siteFiles/Publications/FINAL_021318StateRegulatorsTakeFirstSteptoStandardizeMoneyServices.pdf
http://www.friedfrank.com/siteFiles/Publications/FINAL_021318StateRegulatorsTakeFirstSteptoStandardizeMoneyServices.pdf
http://www.uniformlaws.org/Legislation.aspx?title=Regulation+of+Virtual-Currency+Businesses+Act
http://www.uniformlaws.org/Legislation.aspx?title=Regulation+of+Virtual-Currency+Businesses+Act
https://www.coindesk.com/itbit-rebrands-paxos-amid-blockchain-pivot/
http://www.dfs.ny.gov/about/press/pr1505071.htm
http://www.dfs.ny.gov/about/press/pr1510051.htm
https://www.dfs.ny.gov/about/press/pr1509221.htm
https://www.dfs.ny.gov/about/press/pr1509221.htm
https://www.dfs.ny.gov/about/press/pr1701172.htm
https://www.occ.gov/topics/responsible-innovation/comments/special-purpose-national-bank-charters-for-fintech.pdf
https://www.occ.gov/topics/responsible-innovation/comments/special-purpose-national-bank-charters-for-fintech.pdf
http://www.friedfrank.com/siteFiles/Publications/FINAL%20-%2005-16-2017%20-%20TOC%20Memo%20-%20State%20Bank%20Regulators%20Challenge%20OCCS%20Authority.pdf
http://www.friedfrank.com/siteFiles/Publications/FINAL%20-%2005-16-2017%20-%20TOC%20Memo%20-%20State%20Bank%20Regulators%20Challenge%20OCCS%20Authority.pdf
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When VC businesses raise funds through ICOs, the tokens or other digital assets they issue may 

be securities subject to the federal and state securities laws. 

SEC developments 

While VCs are generally viewed as commodities, as discussed above, so-called digital “tokens,” issued by 

VC businesses in initial coin offerings and initial token offerings, are almost always securities.  The SEC’s 

view was explained by Chair Clayton during Congressional testimony: 

[T]here are different types of cryptoassets. Let me try and divide them into two areas, as 

I’ve tried to do in the past. A pure medium of exchange – the one that's most often cited 

is Bitcoin – as a replacement for currency; that has been determined by most people to 

not be a security. 

Then there are tokens, which are used to finance projects. I've been on the record saying 

there are very few, there’s none that I've seen, tokens that aren't securities. To the extent 

something is a security, we should regulate it as a security, and our securities regulations 

are disclosure-based, and people should follow those and provide the information that we 

require.17 

While some VC businesses have engaged in ICOs without taking SEC requirements into account, the 

SEC has been consistent in its words and actions that tokens are securities.18  If a VC business uses 

investors’ funds to begin or fund its operations, and offers its investors the potential to benefit from such 

operations (other than by using the coin or token solely to consume the venture’s products or services), 

the investment will likely constitute an investment in a security, regardless of whether the investors 

receive fiat currency, VC, tokens, or something else.  Therefore, the SEC requires ICOs to either be 

registered, or to meet an existing exemption to SEC registration.  Private placements under Regulation 

D19 or Regulation A20 are options; potentially, Regulation Crowdfunding provides another, though only for 

issuances under $1,070,000 that meet certain other requirements.21 

State securities law developments 

States have made clear that they also regulate ICOs and similar offerings of VC business investment 

products.  The North American Securities Administrators Association (“NASAA”) announced that U.S. 

                                                      

17  FY 2019 U.S. Securities and Exchange Commission Before the H. Comm. on Appropriations, Subcomm. on 

Financial Services and Gen’l Government, 115th Cong. (Apr. 26, 2018) (answer of SEC Chair Jay Clayton to 

question by Rep. Stewart). 

18  Id.; U.S. Sec. & Exchange Comm'n, Report of Investigation Pursuant to Section 21(a) of the Securities Exchange 

Act of 1934: The DAO, SEC Rel. No. 81207 (Jul. 25, 2017) (“DAO Tokens Report”).  If investors are asked to 

invest money in a common enterprise and expect to profit from that investment through the efforts of others, then 

the agreement to make that investment is an investment contract and, therefore, a security.  SEC v. W.J. Howey 

Co., 328 U.S. 293 (1946). VCs such as Bitcoin are unlikely to be viewed by the SEC as a security, because there 

is no common enterprise, no “efforts of others” from which to expect profits.  On the other hand, investing in a VC 

business through a coin offering or token offering will likely be viewed by the SEC as investing in securities.   

19  17 C.F.R. § 230.501-230.508. 

20  17 C.F.R. § 230.251-230.263. 

21  17 C.F.R. Part 227. 

https://appropriations.house.gov/calendar/eventsingle.aspx?EventID=395258
https://appropriations.house.gov/calendar/eventsingle.aspx?EventID=395258
https://appropriations.house.gov/calendar/eventsingle.aspx?EventID=395258
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state and Canadian provincial securities regulators have recently participated in an international sweep of 

ICOs and cryptocurrency investments.22   A task force began a coordinated series of investigations into 

ICOs and cryptocurrency-related investment products in April 2018, and 35 pending or completed 

enforcement actions resulted.23  The NASAA statement lists ten states and three provinces that initiated 

enforcement actions in recent months under the sweep.24   

Online trading platforms for trading digital assets may be subject to registration requirements and 

ongoing regulation as securities exchanges or broker-dealers. 

The SEC recently released a statement regarding online platforms that investors can use to buy digital 

assets sold in ICOs, including both coins and tokens.25  Because, as discussed above, these assets are 

generally viewed by the SEC as securities, the platforms that allow them to be exchanged, or that match 

buyers and sellers, may have to register as a national securities exchange or an alternative trading 

system governed by Regulation ATS.26  ATSs are required to register as broker-dealers with the SEC, 

and are subject to various broker-dealer requirements under the Securities Exchange Act.27 

ETFs that track the value of VCs cannot be listed on securities exchanges because of current SEC 

concerns about fraud and manipulation. 

In March 2017, the BATS exchange applied to the SEC to permit a rule change that would allow BATS to 

list shares of an ETF, the Winklevoss Bitcoin Trust, that would hold Bitcoin as assets and issue shares 

that would track the value of the underlying Bitcoin.28  After a public notice and comment period, the SEC 

issued an order denying the request due to its concerns about the possibility of “fraudulent and 

manipulative acts and practices” and because “the significant markets for bitcoin are unregulated.”29  The 

SEC asserted that BATS would be unable to enter into “surveillance-sharing agreements” to help prevent 

fraud and manipulation.30 

                                                      

22  NASAA, State and Provincial Securities Regulators Conduct Coordinated International Crypto Crackdown (May 

21, 2018) (the “NASAA Statement”); see SEC Chair Jay Clayton, Statement on NASAA’s Announcement of 

Enforcement Sweep Targeting Fraudulent ICOs and Crypto-asset Investment Products (May 22, 2018). 

23  NASAA Statement. 

24  Id.  The NASAA Statement also lists information demand letters, not enforcement actions, issued by the State of 

New York and the province of Nova Scotia, under the sweep. 

25  U.S. Sec. & Exchange Comm'n, Statement on Potentially Unlawful Online Platforms for Trading Digital Assets: 

Joint Public Statement of Divisions of Enforcement and Trading and Markets (Mar. 7, 2018). 

26  17 C.F.R. § 242.300-303. 

27  17 C.F.R. § 242.301(b)(1). 

28  U.S. Sec. & Exchange Comm'n, Order Disapproving a Proposed Rule Change, as Modified by Amendments No. 

1 and 2, to BZX Rule 14.11(e)(4), Commodity-based Trust Shares, to List and Trade Shares Issued by the 

Winklevoss Bitcoin Trust, SEC Rel. No. 34-80206 (Mar. 10, 2017). 

29  Id. 

30  Id. 

http://www.nasaa.org/45121/state-and-provincial-securities-regulators-conduct-coordinated-international-crypto-crackdown-2/
https://www.sec.gov/news/public-statement/statement-nasaas-announcement-enforcement-sweep-targeting-fraudulent-icos-and
https://www.sec.gov/news/public-statement/statement-nasaas-announcement-enforcement-sweep-targeting-fraudulent-icos-and
https://www.sec.gov/news/public-statement/enforcement-tm-statement-potentially-unlawful-online-platforms-trading
https://www.sec.gov/news/public-statement/enforcement-tm-statement-potentially-unlawful-online-platforms-trading
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The crypto lending industry is expanding. 

Startups and other lenders in the United States and around the world are pioneering a business model in 

which the lender extends credit to “hodlers” – a deliberate misspelling of “holders” that is often used to 

refer to VC investors who hold VC for the long term – with the VC as the collateral for the loan.31  Other 

crypto lenders act as loan brokers, matching VC holders with potential borrowers of VC itself.32  Despite 

declines in value of Bitcoin and other VCs in the last six months, as reported, these lenders generally 

claim low delinquency rates – even zero loan losses, in some cases.33  Crypto lenders in the United 

States should, and sometimes do, seek state lending licenses in states that require licenses for their 

business model.34 

Many VC businesses are required to implement cybersecurity measures that meet certain 

minimum legal standards. 

NYDFS imposes minimum requirements related to cybersecurity on any entity that it charters or licenses, 

including those chartered as special purpose trust companies and those holding a BitLicense.35  These 

requirements include, among other things, preparing and implementing a written cybersecurity policy, 

designating a chief information security officer, reporting certain cybersecurity events (such as data 

breaches) to NYDFS, maintaining certain required records, and preparing and implementing written 

policies and procedures regarding third-party vendors and service providers.36 

VC businesses and activities sometimes see restrictions on their advertising. 

Certain VC related advertisements have recently been banned by social media and other websites – 

including giants Facebook and Google.37  These restrictions, which in Google’s case apply to, among 

other things, ICOs, likely reflect the SEC’s recent statements and actions, discussed above, regarding 

ICOs and token offerings.  The restrictions also reflect the sites’ caution in the face of some fraudulent 

use of VC, and the sites’ desire to avoid association with any misleading or deceptive advertising.38  

                                                      

31  Penny Crosman, Crypto Lending May Be Risky, But These Firms Say They’ve Solved the Riddle, AM. BANKER 

(Apr. 30, 2018). 

32  Alison Coleman, Meet the Entrepreneurs Behind The World’s First Crypto Asset Lending Platform, FORBES.COM 

(Feb. 15, 2018). 

33  Supra footnote 31. 

34  Id. 

35  23 NYCCR § 500 (Cybersecurity Requirements for Financial Services Companies).  Section 500.01(c) defines 

“Covered Entities” to mean “any person operating under or required to operate under a license, registration, 

charter, certificate, permit, accreditation or similar authorization under the [New York] Banking Law, the [New 

York] Insurance Law, or the [New York] Financial Services Law.”   

The New York legislature is considering legislation that would apply certain data security requirements to any 

business that holds sensitive data of New York residents.  See N.Y. State Att'y Gen., A.G. Schneiderman 

Announces SHIELD Act to Protect New Yorkers from Data Breaches (Nov. 2, 2017). 

36  23 NYCCR § 500.02-500.17. 

37  See Daisuke Wakabayashi, Google Bans Bitcoin Advertisements in Policy Change, N.Y. TIMES (Mar. 14, 2018). 

38  Sheera Frankel, Facebook Bans Ads for Bitcoin and Other Cryptocurrencies, N.Y. TIMES (Jan. 30, 2018). 

https://www.americanbanker.com/news/crypto-lending-may-be-risky-but-these-firms-say-theyve-solved-the-riddle
https://www.forbes.com/sites/alisoncoleman/2018/02/15/meet-the-entrepreneurs-behind-the-worlds-first-crypto-asset-lending-platform/#5eb7b7954ef2
https://ag.ny.gov/press-release/ag-schneiderman-announces-shield-act-protect-new-yorkers-data-breaches
https://ag.ny.gov/press-release/ag-schneiderman-announces-shield-act-protect-new-yorkers-data-breaches
https://www.nytimes.com/2018/03/14/technology/google-bitcoin-advertising.html
https://www.nytimes.com/2018/01/30/technology/facebook-cryptocurrency-ads.html
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However, there is no reason for potential VC business customers or investors to assume that all 

advertising of VC and VC businesses is fraudulent.  Whether VC businesses will attempt to resort to legal 

remedies for advertising restrictions – and what legal remedies, if any, are available – remains unclear. 

* * * 
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