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BIS Adds 28 Chinese Entities to the Entity List, 
Including Surveillance and AI Companies 

On October 9, 2019, the U.S. Department of Commerce’s Bureau of Industry and Security (BIS) added 28 

Chinese entities to the Entity List for their role in human rights violations in China’s Xinjiang province.  

The additions include 20 governmental entities and eight artificial intelligence and surveillance 

companies.  Effectively, these entities are no longer eligible to receive U.S.-origin goods, services, or 

technology, even those items not typically subject to export licensing requirements.  BIS issued a press 

release stating that these additions were in response to reported human rights abuses in China’s Xinjiang 

Uighur Autonomous Region.  This action comes only days before the next round of China/United States 

trade negotiations and targets Chinese emerging startup companies with cutting-edge technologies. 

The following entities are now subject to Entity List restrictions: 

 The Xinjiang Uighur Autonomous Region (XUAR) People’s Government Public Security Bureau; 

 18 XUAR subordinate municipal and county public security bureaus; 

 Xinjiang Police College, a XUAR subordinate institute; 

 Dahua Technology; 

 Hikvision; 

 IFLYTEK; 

 Megvii Technology; 

 Sense Time; 

 Xiamen Meiya Pico Information Co. Ltd.; 

 Yitu Technologies; and 

 Yixin Science and Technology Co. Ltd. 

Exports, reexports, and in-country transfers of items subject to the Export Administration Regulations 

(EAR), including those items classified as EAR99, to these entities, now carry a licensing requirement.  

BIS is imposing a license review policy of case-by-case review for Export Control Classification Numbers 

https://www.govinfo.gov/content/pkg/FR-2019-10-09/pdf/2019-22210.pdf
https://www.commerce.gov/news/press-releases/2019/10/us-department-commerce-adds-28-chinese-organizations-its-entity-list
https://www.commerce.gov/news/press-releases/2019/10/us-department-commerce-adds-28-chinese-organizations-its-entity-list
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(ECCN) 1A004.c, 1A004.d, 1A995, 1A999.a, 1D003, 2A983, 2D983, and 2E983, as well as items 

designated as EAR99 that are described in the Note to ECCN 1A995, specifically, items for protection 

against chemical or biological agents that are consumer goods, packaged for retail sale or personal use, 

or medical products.  BIS will apply a presumption of denial policy for all other items subject to the EAR.   

As per standard BIS practice, any shipments already en route aboard a carrier to a port of export or 

reexport pursuant to actual orders for export or reexport may continue to their destination in spite of the 

new Entity List designations. 

Though U.S. businesses and U.S. exports are less likely to be affected by the governmental entity 

designations, U.S. exporters may have material business relations with some of the eight technology 

companies listed.  Additionally, foreign companies that deal in items subject to the EAR may also be 

affected by these designations and the new restrictions on reexports and in-country transfers to these 

entities.   Though BIS notes that these companies were complicit in human rights violations, particularly 

“high-technology surveillance,” these designations reflect increased trade-related tensions between the 

United States and China as a whole, particularly where emerging technologies are concerned.  This 

action reflects the increased willingness of the United States to make use of the Entity List to apply 

targeted sanctions against companies that manufacture dual-use goods subject to the EAR for the 

perceived threat to U.S. interests or national security.  This follows BIS’s addition of Huawei and China 

General Nuclear Power Corporation to the Entity List earlier this year, citing national security concerns.  

The Trump administration continues to pursue an anti-China policy, and this new use of the Entity List in 

this way shows that the Administration plans to use all available tools at its disposal to pursue that policy. 

All U.S. companies that conduct business with China, as well as foreign companies that deal in items 

subject to the EAR and export goods to China, particularly in the technology sphere, should review their 

customer lists to determine if they are affected by these Entity List designations.  Additionally, they should 

remain vigilant in monitoring U.S. regulatory decisions relating to China.  If you have any questions 

regarding U.S. regulatory changes related to China or how they may affect your business, please reach 

out to the contacts listed below. 

* * * 
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This alert is not intended to provide legal advice, and no legal or business decision should be based on its 

content. If you have any questions about the contents of this alert, please call your regular Fried Frank 

contact or the attorneys listed below: 

Contacts: 

Washington, D.C. 

Michael T. Gershberg  +1.202.639.7085 michael.gershberg@friedfrank.com  

London 

Dr. Tobias Caspary +44.20.7972.9618 tobias.caspary@friedfrank.com  

Fried Frank’s International Trade and Investment Group regularly represents clients in international 

mergers and acquisitions, joint ventures, principal investments, and sensitive corporate investigations, 

particularly in relation to matters that implicate the U.S. government's regulation of international business 

activities, such as the Committee on Foreign Investment in the United States (CFIUS), economic 

sanctions, export controls, and anti-corruption and anti-bribery. 

For decades, our international trade and investment practitioners have been consistently recognized for 

their legal and policy-based contributions. Today, our practice is unique among its kind: it draws upon the 

Firm’s long tradition of senior U.S. government and diplomatic service, combines policy insight with deep 

technical expertise and business judgment, is fully integrated with Fried Frank’s preeminent Corporate 

and Litigation Practices, and is international in its outlook, experience, network reach and reputation. 
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