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CIVIL FALSE CLAIMS ACT:  Cybersecurity 
Compliance:  Is It the Next FCA Battleground? 

Companies across the country confront cybersecurity challenges on a daily basis.  Chief information 

officers worry about their systems being hacked.  Executives worry about technology theft.  Human 

resources managers worry about privacy breaches.  But beyond these routine concerns, many 

companies doing business with the government – particularly those in the aerospace, defense, 

healthcare, and information technology sectors – also have to add cybersecurity compliance to their worry 

lists.  In recent years, federal agencies are imposing specific cybersecurity obligations on their 

contractors.  For instance, the Department of Defense has been issuing and amending cybersecurity 

regulations pertaining to unclassified information used by “nonfederal systems and organizations.”  See 

48 C.F.R. § 252.204-7012 (2013); 48 C.F.R. § 252.204-7012 (Aug. 2015); 48 C.F.R. § 252.204-7012 

(Dec. 2015); 48 C.F.R. § 252.204-7012 (Oct. 2016).  And the Department of Health and Human Services 

began incentivizing the gradual transition to electronic health records, with attendant security features, in 

2009 with the Health Information Technology for Economic and Clinical Health Act (the “HITECH Act”).  

As a result, not only are agencies awarding contracts for cyberspace support,1  but agencies are adopting 

cybersecurity regulations aimed at controlling the information developed and exchanged under a wide 

variety of government programs and contracts, including unclassified information used by government 

contractors.  See U.S. Dep’t of Commerce, NIST Special Publication 800-171, Protecting Controlled 

Unclassified Information in Nonfederal Information Systems and Organizations (2015).  It should come as 

no surprise, therefore, that cybersecurity compliance itself is fertile ground for False Claims Act 

enforcement, especially by qui tam relators.  Three fairly recent FCA cases likely are harbingers of more 

FCA cybersecurity litigation to come. 

Qui Tam Cases Addressing Cybersecurity Allegations 

An “early” case focusing on cybersecurity allegations was United States ex rel. McGrath v. Microsemi 

Corp., 140 F. Supp. 3d 885 (D. Ariz. 2015).  In McGrath, the relator alleged that some of his former 

employer’s technologies designed for defense applications regulated by the Arms Export Control Act and 

the federal International Traffic in Arms Regulation had not been “protected from disclosure or export to 

foreign persons” as required.  That theory did not fare well.  The district court dismissed the complaint, 

rejecting the relator’s “worthless services” and implied false certification theories.  First, the court held that 

the worthless services claim failed because (a) the relator did not allege a reasonable predicate for 

                                                      

1  See, e.g., Shayna Posses, Navy Awards 9 Cyberspace Support Deals, Worth Up To $6.1B, Law360 (May 10, 

2019). 
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contending that any data had actually been disclosed to a foreign national, and (b) even assuming some 

compromise, the claim – if any – would be for diminished value as opposed to worthless services.  

Second, the court rejected the implied false certification claim based on failure to allege that the violations 

were material and lack of scienter.  In a one page opinion, the Ninth Circuit affirmed, holding that the 

“complaint failed to plead facts plausibly alleging that compliance with [the cybersecurity regulations] was 

material to the government’s decision to pay.”  690 F. App’x 551, 552 (9th Cir.), cert. denied, 138 S. Ct. 

407 (2017). 

Similar cybersecurity issues in the context of medical records were addressed in United States ex rel. 

Sheldon v. Kettering Health Network, 816 F.3d 399 (6th Cir. 2016).  In Sheldon, the relator, a patient, 

alleged that the healthcare network defendant falsely certified that it had conducted security risk analyses 

as part of a risk management process, as evidenced by notifications she received of unauthorized access 

to her records.  The Sixth Circuit affirmed dismissal of the FCA allegations under Rule 9(b) because, in 

addition to failing to plead specific false claims for payment, the relator’s allegations of individual security 

breaches did not necessarily negate compliance with the regulations, and notification of the breaches 

instead indicated the existence of policies and procedures.2 

More recently, a relator’s cybersecurity compliance allegations survived an initial challenge.  In United 

States ex rel. Markus v. Aerojet Rocketdyne Holdings, Inc., No. 2:15-cv-2245 WBS AC, slip op. (E.D. Cal. 

May 8, 2019), the district court denied the defendants’ motion to dismiss the qui tam complaint alleging 

that the defendants failed to meet the minimum cybersecurity requirements for sensitive but unclassified 

information under Defense Department and NASA contracts.  Slip op. at 3 (citing 48 C.F.R. § 252.204-

7012; 48 C.F.R. § 1852.204-76).  The relator sought to impose FCA liability based on theories of 

promissory fraud (i.e., fraud in the inducement) and false certification, claiming that the defendants 

secured multiple federal contracts by misrepresenting the company’s compliance with these cybersecurity 

regulations.  In rejecting dismissal, the court held that the allegations were sufficient to establish 

materiality.  In particular, the court pointed to the complaint’s allegations (assumed to be true for purposes 

of the motion to dismiss) that the defendants only partially disclosed their noncompliance with the 

regulations to a government official.  On a motion to dismiss standard, the court was not persuaded by 

defense arguments that the government’s post-contract execution conduct – including payments to the 

defendant and other industry activity – defeated the requisite showing of materiality.  Defendants, of 

course, will be able to press these issues and develop a full factual record in discovery, but the fact 

remains that the court is allowing this cybersecurity compliance case to move forward. 

Looking Ahead 

Cybersecurity noncompliance as a basis for FCA liability could be especially troublesome for contractors, 

particularly if the promissory fraud theory takes root.  Under this theory, all invoices generated following a 

contractor’s knowing misrepresentation of compliance with cybersecurity requirements would be tainted 

by the “fraud” and relators surely will argue that damages equate to all amounts paid on those invoices.  

Defendants, in turn, will seek to establish that relators still must establish damages based on the 

diminished value of the services provided (i.e., the value of the goods or services with cybersecurity 

                                                      

2  While not alleging failure to comply with the security features of the Act, the Department of Justice recently 

announced a $57.25 million settlement based on FCA allegations of HITECH Act non-compliance.  DOJ, Press 

Release No. 19-76, Electronic Health Records Vendor to Pay $57.25 Million to Settle False Claims Act 

Allegations (Feb. 6, 2019); DOJ, Press Release No. 17-591, Electronic Health Records Vendor to Pay $155 

Million to Settle False Claims Act Allegations (May 31, 2017). 
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compliance and the value of those same goods or services considering the particular alleged 

noncompliance).  See, e.g., United States v. Science Applications Int’l Corp., 626 F.3d 1257 (D.C. Cir. 

2010); United States ex rel. Wall v. Circle C Constr., LLC, 813 F.3d 616 (6th Cir. 2016); see also 

FraudMail Alert No. 10-12-06; FraudMail Alert No. 16-02-10.  Defendants, nevertheless, will be defending 

these cases under threat that a substantial portion of their contract payments may be in jeopardy. 

As a result, great emphasis must be placed on scrutinizing the sufficiency of the materiality allegations in 

any FCA complaint, and early cases will be important in framing the specific materiality analysis as 

cybersecurity noncompliance cases become more common.  Materiality is particularly relevant in such a 

relatively new area of regulation, and one in which the government has little enforcement experience and 

history.  For example, the FAR cybersecurity regulations at issue in McGrath and Markus were 

promulgated in 2013 through 2016, with a grace period until December 2017 to comply, making them 

relatively untested to date.  Moreover, the regulations themselves are somewhat ambiguous.  For 

example, among the definitions in the FAR’s current regulation is this broad definition of “adequate 

security”: 

Adequate security means protective measures that are commensurate with the 

consequences and probability of loss, misuse, or unauthorized access to, or modification 

of information. 

48 CFR § 252.204-7012(a).  The terms included in this definition – e.g., “protective measures,” 

“commensurate with,” and “consequences and probability of” – lack precision and are ripe for challenge 

by FCA defendants. 

The bottom line is that cybersecurity compliance is an emerging area of FCA activity, and government 

contractors must be attuned to the liability threat that comes with it. 

* * * 
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