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President Obama Creates Sanctions Program 
to Target Foreign Hackers 

On April 1, 2015, President Obama issued an Executive Order granting authority to impose economic 

sanctions on individuals and entities (“Persons”) involved in malicious cyber-enabled activities that create 

a significant threat to U.S. national security, foreign policy, or economic health or financial stability.
1
  

While the Executive Order does not cite any specific incidents (such as North Korea’s cyber attack on 

Sony last year), President Obama stated that the Executive Order is a response to several recent cyber 

threats from outside the United States that have targeted U.S. critical infrastructure, companies, and 

citizens.
2
   The Executive Order is not designed to target or interfere with legitimate cyber-enabled 

activities in the academic, business, or non-profit sectors, including information security functions.  This 

development marks the first time that the U.S. government has targeted overseas hackers—as well as 

foreign Persons that knowingly benefit from the misappropriation of corporate trade secrets via hacking—

with economic sanctions. 

The Executive Order does not yet designate any Persons to be subject to sanctions, so it does not result 

in any additional compliance requirements at this time.  While the Administration has indicated that there 

is no particular timeline for designations to be made under the Executive Order, President Obama signed 

the order to put this new authority in place as one tool in the Administration’s tool box for dealing with 

emergent cyber threats.
3
   Persons that are designated by the Treasury Department under the Executive 

Order will be subject to an asset freeze and travel ban and will be considered “blocked,” meaning that 

U.S. persons may not transact with them. 

Parameters of the Executive Order 

The primary effect of the Executive Order is to impose an asset freeze on Persons determined by the 

United States: 

                                                      
1
  Exec. Order No. 13,694, 80 Fed. Reg. 18,077 (Apr. 2, 2015), available at http://www.gpo.gov/fdsys/pkg/FR-2015-

04-02/pdf/2015-07788.pdf. 

2
  Statement by the President on Executive Order “Blocking the Property of Certain Persons Engaging in 

Significant Malicious Cyber-Enabled Activities,” The White House Office of the Press Secretary (Apr. 1, 2015), 

available at https://www.whitehouse.gov/the-press-office/2015/04/01/statement-president-executive-order-

blocking-property-certain-persons-en. 

3
  On-the-Record Press Call on the President’s Executive Order, “Blocking the Property of Certain Persons 

Engaging in Significant Malicious Cyber-Enabled Activities,” The White House Office of the Press Secretary (Apr. 

1, 2015), available at https://www.whitehouse.gov/the-press-office/2015/04/01/record-press-call-president-s-

executive-order-blocking-property-certain-. 
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(i) to be responsible for or complicit in, or to have engaged in, directly or indirectly, cyber-

enabled activities originating from, or directed by persons located, in whole or in substantial 

part, outside the United States that are reasonably likely to result in, or have materially 

contributed to, a significant threat to the national security, foreign policy, or economic health 

or financial stability of the United States, and that have the purpose or effect of: 

a. harming, or otherwise significantly compromising the provision of services by, a computer 

or network of computers that support one or more entities in a critical infrastructure 

sector;
4
 

b. significantly compromising the provision of services by one or more entities in a critical 

infrastructure sector; 

c. causing a significant disruption to the availability of a computer or network of computers; 

or 

d. causing a significant misappropriation of funds or economic resources, trade secrets, 

personal identifiers, or financial information for commercial or competitive advantage or 

private financial gain; or 

(ii) to be responsible for or complicit in, or to have engaged in, the receipt or use for commercial 

or competitive advantage or private financial gain, or by a commercial entity, outside the 

United States of trade secrets misappropriated through cyber-enabled means, knowing they 

have been misappropriated, where the misappropriation of such trade secrets is reasonably 

likely to result in, or has materially contributed to, a significant threat to the national security, 

foreign policy, or economic health or financial stability of the United States; 

(iii) to have materially assisted, sponsored, or provided financial, material, or technological 

support for, or goods or services in support of, any activity described in (i) or (ii), or any 

Person blocked under this Executive Order; 

(iv) to be owned or controlled by, or acting on behalf of, any person blocked under this Executive 

Order; or 

(v) to have attempted to engage in any of the activities described in (i) – (iv) above. 

In addition to authorizing an asset freeze, the Executive Order also imposes a travel ban on Persons 

meeting the criteria for the blocking sanctions. The Treasury Department intends to promulgate 

regulations to implement the Executive Order and further define restricted cyber activities.
5
  Any Persons 

                                                      
4
  The Executive Order defines “critical infrastructure sector” as “any of the designated critical infrastructure sectors 

identified in Presidential Policy Directive 21.” Exec. Order No. 13,694, supra n.1.  The following sectors are 

deemed to constitute critical infrastructure: chemical; commercial facilities; communications; critical 

manufacturing; dams; defense industrial base; emergency services; energy; financial services; food and 

agriculture; government facilities; healthcare and public health; information technology; nuclear reactors, 

materials and waste; transportation systems; and water and wastewater systems.  PRESIDENTIAL POLICY 

DIRECTIVE 21, 2013 DAILY COMP. PRES. DOC. 10-11 (Feb. 12, 2013), available at 

http://www.gpo.gov/fdsys/pkg/DCPD-201300092/pdf/DCPD-201300092.pdf.   

5
  The terms “cyber-enabled” and “malicious ‘cyber-enabled’ activities” are not defined within the Executive Order.  

At this time, OFAC has indicated that it expects that the term “malicious ‘cyber-enabled’ activities” will include 

“deliberate activities accomplished through unauthorized access to a computer system, including by remote 

access; circumventing one or more protection measures, including by bypassing a firewall; or compromising the 

security of hardware or software in the supply chain.”  U.S. DEP’T OF THE TREASURY, OFFICE OF FOREIGN ASSETS 

CONTROL, FREQUENTLY ASKED QUESTIONS RELATED TO EXECUTIVE ORDER “BLOCKING THE PROPERTY OF CERTAIN 

PERSONS ENGAGING IN SIGNIFICANT MALICIOUS CYBER-ENABLED ACTIVITIES,” available at 

http://www.treasury.gov/resource-center/faqs/Sanctions/Pages/ques_index.aspx#cyber_eo (see FAQs 444-452).    
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that are designated in the future will be added to the List of Specially Designated Nationals and Blocked 

Persons (“SDN List”) that is administered by the U.S. Treasury Department’s Office of Foreign Assets 

Control (“OFAC”), and must be screened from all transactions by U.S. Persons, as with other SDNs. 

The Executive Order does not target all malicious cyber-enabled activities, but more specifically, only 

activities that cause the harms specified in the Executive Order that are significant enough to affect U.S. 

national security, foreign policy, or economic health or stability.  Senior Administration officials stated that 

the Executive Order is expected to be used judiciously and that, in most instances, the Administration will 

first use diplomatic and law enforcement tools to combat cyber threats.  Of note, the Executive Order 

does not target a specific set of countries, so the Administration can use this tool to counter cyber threats 

from any foreign source. 

President Obama stated that “cyber threats pose one of the most serious economic and national security 

challenges to the United States” and that the Executive Order “supports the Administration’s broader 

strategy by adding a new authority to combat the most serious malicious cyber threats.”
6
  In particular, the 

Executive Order is meant to provide an authority for sanctions “in situations where malicious cyber actors 

may operate beyond the reach of existing authorities,”
7
 such as law enforcement, military, economic and 

intelligence authorities, and diplomatic outreach. While foreign Persons operating wholly outside of the 

United States may be outside the jurisdictional reach of the U.S. justice system, to the extent such 

Persons conduct business globally, the imposition of sanctions will cut the actors off from the U.S. 

financial system (including transacting business in U.S. dollars) and business with U.S. Persons. 

The Administration has stated that it hopes that U.S. allies and partners abroad will join the United States 

in developing similar tools to combat cyber threats, which would increase the financial impact on the 

malicious cyber attackers.  Even without such a coalition, the sanctions will have extra-territorial impact, 

as foreign financial institutions often voluntarily comply with U.S. sanctions requirements, including 

screening Persons against the SDN List, out of an abundance of caution, particularly in light of the heavy 

fines that have been levied against non-U.S. financial institutions in recent years.
8
 

Key Takeaways 

In order to guard against violations of economic sanctions, we recommended that companies adopt and 

maintain tailored, risk-based, economic sanctions compliance programs, including procedures for 

screening counterparties against relevant economic sanctions-related restricted party lists, including 

OFAC’s SDN List.  Once designations occur under the Executive Order, this screening will become 

particularly important for technology companies and those with internet-based businesses.  In addition, 

for non-U.S. companies that may receive information that could be deemed trade secrets, such 

companies should conduct thorough due diligence to ensure that such trade secrets were not obtained or  

misappropriated through cyber activities such that they would come within the scope of the Executive 

Order. 

                                                      
6
  Statement by the President on Executive Order “Blocking the Property of Certain Persons Engaging in 

Significant Malicious Cyber-Enabled Activities,” supra n.2. 

7
  Fact Sheet: Executive Order Blocking the Property of Certain Persons Engaging in Significant Malicious Cyber-

Enabled Activities, The White House Office of the Press Secretary (Apr. 1, 2015), available at 

https://www.whitehouse.gov/the-press-office/2015/04/01/fact-sheet-executive-order-blocking-property-certain-

persons-engaging-si.  

8
  Id. 
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If you have questions regarding this Executive Order or how it may impact your business, please reach 

out to the contacts listed below. 

* * * 

Authors: 

Hon. Mario Mancuso 

Michael Gershberg 

Elyse Feuer 

This alert is not intended to provide legal advice, and no legal or business decision should be based on its 

content. If you have any questions about the contents of this alert, please call your regular Fried Frank 

contact or the attorneys listed below: 

Contacts 

Washington, D.C. 

Hon. Mario Mancuso +1.202.639.7055 mario.mancuso@friedfrank.com 

Michael Gershberg +1.202.639.7085 michael.gershberg@friedfrank.com 

London   

Tobias Caspary +44.20.7972.9618 tobias.caspary@friedfrank.com 
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economic sanctions, export controls, and anti-corruption and anti-bribery.  
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