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U.S. Authorizes Additional Sanctions for 
Election Interference 

On September 12, 2018, President Trump issued an Executive Order setting up sanctions in the event of 

foreign interference in a U.S. election. The executive order directs the intelligence community to 

investigate potential foreign meddling in U.S. elections, and imposes mandatory and discretionary 

sanctions on persons who have interfered in a U.S. election and their co-conspirators. The order does not 

immediately impose any sanctions or identify particular targets, nor does it single out, or apply solely to, 

Russia. Rather, it sends a signal to foreign countries by calling out the issue and establishing a sanctions 

process in advance of the November midterm elections. Moreover, it is unclear whether this executive 

order even creates any new sanctions authority, as U.S. sanctions regulators already have the ability to 

impose sanctions on persons who have interfered with a U.S. election. 

The executive order directs the intelligence community to assess within a 45-day period whether there 

has been interference in U.S. elections and by whom. The intelligence community is then directed to 

provide a report to the Departments of Justice and Homeland Security, who would then have 45 days to 

make findings as to what persons were responsible for election interference. Any person found to be 

responsible would trigger automatic blocking sanctions under the executive order, and the Departments 

of State and Treasury would have the authority to impose additional sanctions, such as export license 

restrictions, restrictions on the provision of credit, restrictions on the trading of equity or debt, visa bans, 

and foreign exchange restrictions. 

The sanctions authority outlined in this executive order may not create new powers or any additional 

class of persons to face sanctions. Executive Order 13694 (as amended by Executive Order 13757), 

which related to “malicious cyber-enabled activities,” already provided for blocking sanctions to be 

imposed on any person who was found to be involved with “tampering with, altering, or causing a 

misappropriation of information with the purpose or effect of interfering with or undermining election 

processes or institutions.” EO 13757 contained an annex with five Russian entities and four Russian 

individuals, and has been used to designate additional actors suspected of election-related hacking. 

Additionally, the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) has 

published cyber-related sanctions regulations that prohibit these actions, on which we have previously 

reported. However, the issuance of this executive order indicates that the Trump administration remains 

aware of potential election interference issues and will use sanctions as a deterrent in response. 

If you have any questions regarding OFAC sanctions programs or how they may affect your business, 

please reach out to the contacts listed below. 

https://www.whitehouse.gov/presidential-actions/executive-order-imposing-certain-sanctions-event-foreign-interference-united-states-election/
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/cyber2_eo.pdf
http://www.friedfrank.com/siteFiles/Publications/Final%202%20-%201-4-2016-%20FF%20ITandI%20Alert%20-%20OFAC%20Issues%20Cyber-Related%20Sanctions%20Regulations.pdf
http://www.friedfrank.com/siteFiles/Publications/Final%202%20-%201-4-2016-%20FF%20ITandI%20Alert%20-%20OFAC%20Issues%20Cyber-Related%20Sanctions%20Regulations.pdf
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This alert is not intended to provide legal advice, and no legal or business decision should be based on its 

content. If you have any questions about the contents of this alert, please call your regular Fried Frank 

contact or the attorneys listed below: 

Contacts:  

Washington, D.C. 

Michael T. Gershberg +1.202.639.7085 michael.gershberg@friedfrank.com  

London 

Dr. Tobias Caspary +44.20.7972.9618 tobias.caspary@friedfrank.com  

Fried Frank’s International Trade and Investment Group regularly represents clients in international 

mergers and acquisitions, joint ventures, principal investments, and sensitive corporate investigations, 

particularly in relation to matters that implicate the U.S. government's regulation of international business 

activities, such as the Committee on Foreign Investment in the United States (CFIUS), economic 

sanctions, export controls, and anti-corruption and anti-bribery.  

For decades, our international trade and investment practitioners have been consistently recognized for 

their legal and policy-based contributions. Today, our practice is unique among its kind: it draws upon the 

Firm’s long tradition of senior U.S. government and diplomatic service, combines policy insight with deep 

technical expertise and business judgment, is fully integrated with Fried Frank’s preeminent Corporate 

and Litigation Practices, and is international in its outlook, experience, network reach and reputation. 
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